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NGAN HANG NHA NUOC VIET NAM

NGAN HANG NHA NUOC CONG HOA XA HOI CHU NGHIA VIET NAM
VIET NAM Poc 1ap - Tw do - Hanh phic
Sb: 64/2024/TT-NHNN Ha Ngi, ngay 31 thang 12 nam 2024
THONG TU

Quy dinh veé trién khai giao dién lap trinh &ng dung mé
trong nganh Ngan hang

Can cwr Ludt Ngan hang Nha nuoc Viét Nam ngay 16 thang 6 nam 2010;

Can cir Ludt Cdc t6 chire tin dung ngay 18 thang 01 niam 2024;

Can cuw Ludt Giao dich dién twr ngay 22 thang 6 nam 2023;

Can cur Ludt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cir Nghi dinh s6 52/2024/ND-CP ngay 15 thing 5 nam 2024 ciia Chinh
phii quy dinh vé thanh todn khéng ding tién mdt;

Can cir Nghi dinh s6 13/2023/ND-CP ngay 17 thang 4 nam 2023 ciia Chinh
phii quy dinh vé bao vé dir liéu cd nhdn;

Can cir Nghi dinh s6 102/2022/ND-CP ngay 12 thang 12 nam 2022 ciia Chinh
phii quy dinh chire néing, nhiém vu, quyén han va co cdu t6 chirc ciia Ngdn hang
Nha nwoc Viet Nam;

Theo dé nghi ciia Cuc truong Cuc Cong nghé thong tin;

Thong doc Ngdn hang Nha nuée Viét Nam ban hanh Thong tw quy dinh vé
trién khai giao dién ldp trinh iing dung mé trong nganh Ngdn hang.

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh

1. Thong tu nay quy dinh vé viéc trién khai giao dién lap trinh ing dung mé
trong nganh Ngan hang.
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2. Thong tu nay khong diéu chinh viéc két ndi, xir 1y dir liéu chira thong tin
thudc pham vi bi mat nha nuéc. Vi¢c xtr Iy dir li€u chira thong tin thudc pham vi bi
mat nha nudc dugc thuc hién theo quy dinh cia phap luat hi¢n hanh.

3. Thong tu nay khong diéu chinh viéc két ndi, xur 1y dit liu truc tiép giira:

a) Hé théng thong tin cia Ngin hang va hé thdng thong tin cua to chitc qua
giao dién lap trinh rng dung dé phuc vu nghi¢p vu ndi bd cua chinh td chure do;

b) Hé thong thong tin ciia Ngan hang va hé théng thong tin ctia T chirc chu tri
hé thdng bu trir dién tir. TO chie cha tri hé thong bu trir dién tir dugc xac dinh theo
quy dinh ctia Ngan hang Nha nuéc Viét Nam vé hoat dong cung tng dich vu trung
gian thanh toan.

Diéu 2. Pdi twong ap dung

1. Ngan hang thuong mai, ngan hang hop tac xa, chi nhanh ngan hang nudéc
ngoai (sau day goi chung 1a Ngan hang).

2. T6 chite, ca nhan ¢6 lién quan trong viéc trién khai dich vu qua giao dién 1ap
trinh tng dung mé trong nganh ngan hang.

Piéu 3. Giai thich tir ngir

Trong Théng tu ndy, cac thuat ngir dudi day duge hiéu nhu sau:

1. Giao dién lap trinh Gmg dung (tén tiéng anh 1a: Application Programming
Interface, sau day viét tit 1a API) 1a giao dién cho phép giao tiép giita cac ng
dung phan mém trong mét t6 chic hodc giira cac to chic voi nhau.

2. Giao dién lap trinh g dung m¢ trong nganh Ngéan hang (Open API) 1a tap
hop cac API dugc Ngan hang cung cap cho bén thr ba truc tiép két nbi, xir Iy dir
liéu dé cung tmg dich vu cho khach hang. Open API gdm: Open API co ban va
Open API khéc.

3. Hé théng thir nghiém Open API 1 hé théng thong tin cia Ngan hang cung
cap cho bén thir ba dé thir nghiém cac Open API trude khi trién khai chinh thuec.

4. Khach hang 1a cd nhan str dung dich vu ctia Ngéan hang.

5. Bén thir ba 1a to chirc hoic Ngan hang khac c6 thoa thuan bang hop dong
v6i Ngan hang trong viéc két ndi, xtr Iy dit liéu qua Open API dé cung tmg dich vu
cho khach hang.
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6. Su dong y cua khach hang 1a viéc thé hién rd rang, tu nguyén, khang dinh
viéc cho phép xur Iy dit li¢u c& nhan cua khach hang.

Diéu 4. Nguyén tic chung

Ngén hang, khach hang va bén thir ba (sau ddy goi 1a cac bén) khi trién khai
Open API phai tuan thi cac yéu cdu sau:

1. Tuan thi cac quy dinh cua phap luat vé gitt bi mat, cung cip thong tin khach
hang va bao v€ dit liu ca nhan. Viéc xur Iy dit li€u ca nhan cua khach hang chi
phuc vu cho chinh khach hang do, trir truong hop theo quy dinh ctia phép luét.

2. Dt liéu trong qua trinh xur 1y phai dugc quan ly, luu trir, khai thac, st dung
dung muc dich tai hop dong giira cac bén va pht hop véi quy dinh ctia phap luat.

3. Dt liéu trong qué trinh xtr 1y phai bdo dam tinh cdp nhat va chinh xéac.
Truong hop ¢6 sai I¢ch phai thuc hién dinh chinh, hi€u chinh kip thoi theo thoa
thuan gitra cac bén.

Chuong I1
QUY PINH CU THE VE TRIEN KHAI OPEN API

Muc 1
QUY PINH TRIEN KHAI OPEN API

Piéu 5. Nguyén tic trién khai Open API

1. Khi trién khai Open API co ban quy dinh tai Diéu 6 Thong tu nay, Ngan
hang phai tuan thu quy dinh tai Phuy luc 01, Phu luc 02 ban hanh kém theo Thong
tu nay.

2. Khi trién khai Open API khac theo nhu cau thyc té va phu hop quy dinh cua
phap lut ngoai danh muc Open API quy dinh tai Diéu 6 Thong tu ndy, Ngin hang
phai tuan thu quy dinh tai Phu luc 02 ban hanh kém theo Thong tu nay.

3. Ngan hang chi duoc phép trién khai Open API quy dinh tai diém ¢ khoan 1
Piéu 6 cho bén tht ba 1a Ngan hang, t6 chirc cung tmg dich vu trung gian thanh toan.

Piéu 6. Danh muc Open API

1. Danh muc Open API co ban duogc td chtrc thanh cac nhom sau:

a) Open API truy van thong tin ty gia, 13i sudt cia Ngan hang gébm: API Liy
thong tin 13i suat, API LAy thong tin ty gia;
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b) Open API truy van thong tin ctia khach hang gom: API Xé4c nhén va lay su
dong y cta khach hang, API Liy ma truy cap, API Lam mé&i ma truy cap, API Thu
hdi ma truy cdp, API Ly danh sach tai khoan, API LAy thong tin tai khoan, API
Léy lich str giao dich;

c) Open API khoi tao thanh todn, nap tién vao vi dién tu, rat tién ra khoi vi
dién tir gdm:

(1) Open API khoi tao thanh toan gém: API Khéi tao thanh toan, API Xac nhan
khach hang Ludng Redirect, API Lay ma truy cap ludng Redirect, API Cap nhat
trang thai x4c nhan thanh toan ctia khach hang ludng Decoupled, API Xac nhan
thanh toan, API Léy trang thai giao dich, API Léy trang thai xac nhan thanh toan
ctia khach hang ludng Decoupled;

(ii) Open API Nap tién vao vi dién tir gdm: API Nap vi dién tir, API X4c nhan
OTP, API C3p nhat trang thai xac nhan nap vi dién tir cua khach hang luéng
Decoupled, API Liy trang thai x4c nhan nap vi dién tr ciia khach hang ludng
Decoupled, API X4c nhan nap vi dién tir, API Lay trang thai giao dich;

(iii) Open API Rut tién ra khoi vi dién tu.

2. Chi tiét dic ta danh muc Open API tai khoan 1 Piéu nay duoc quy dinh cu
thé tai Phu luc 01 ban hanh kém theo Thong tu nay.

Piéu 7. Danh muc tiéu chuin k¥ thuét

1. Céc tiéu chuan k¥ thuat trién khai Open API gom tiéu chuan kién truc, tiéu
chuan dir liéu va tiéu chuan an toan thong tin.

2. Tiéu chudn k¥ thuat trién khai Open API trong nganh Ngan hang quy dinh
cu thé tai Phu luc 02 ban hanh kém theo Thong tu nay.

Piéu 8. Hop dong giira Ngan hang v6i bén thir ba

Ngan hang phai ky két hop déng véi bén thtr ba vé viéc trién khai Open API,
bao gdm tdi thiéu cac ndi dung sau:

1. Cam két bao mat thong tin, trong d6 co6 thda thuan vé viéc bao dam an
toan, bao mat thong tin khi thyc hién xur 1y dit liéu qua Open API do Ngén hang
cung cap.

2. Cam két str dung dit liéu do Ngan hang cung cap dung pham vi, muc dich.

3. Bén thtr ba phai thong bao cho Ngin hang khi phat hi¢én nhan sy vi pham
quy dinh vé an toan thong tin mang khi trién khai Open APL
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4. Thong tin vé dich vu cung cap cho khach hang duoc trién khai qua Open APL

5. Thong tin vé phi dich vu cung cip cho khach hang dugc trién khai qua Open
API (néu co).

6. Biéu khoan vé hé théng thong tin ctia bén thir ba két ndi, xur Iy dir liéu qua
Open API phai dugc danh gid, xac dinh cdp d6 theo quy dinh ctia Chinh pha vé
bao dam an toan hé théng thong tin theo cip do.

7. Quyeén truy cap dir liéu ctia bén thir ba khi trién khai Open API.

8. Diéu khoan chdm dut hop dong.

Piéu 9. Cong khai thong tin Open API

Trudc khi chinh thirc két néi, xir 1y dir liéu véi bén thir ba, Ngan hang phai
cong khai thong tin Open API trén trang thong tin dién tor chinh thic cia Ngan
hang bao gém to6i1 thiéu cac ndi dung sau:

1. Thong tin vé Hé théng thir nghiém Open API.

2. Danh muyc cac Open API Ngan hang trién khai.

Muc 2
QUYEN VA TRACH NHIEM CUA NGAN HANG VA BEN THU BA

Piéu 10. Quyén ciia Ngan hang

1. Yéu cau bén thi ba cung cip cac thong tin can thiét lién quan dén qua trinh
két no1, xur ly dir li¢u qua Open API.

2. Cac quyén khac quy dinh trong hop ddng véi bén thi ba.

Piéu 11. Trach nhiém ciia Ngin hang

1. Hoan thién co s& ha ting hé théng thong tin phuc vu trién khai Open API dé
san sang két no1, xu ly dir liéu.

2. Xay duyng va hoan thién cac tai li¢u huong dan két nbi, xur 1y dir liéu.

3. Bao dam chat luong dit liéu trong qua trinh trién khai Open API. Thong bao
kip thoi cho bén thir ba khi ¢6 sai 1é€ch dit li¢u va phoi hop voi bén thtr ba dinh
chinh, hi¢u chinh kip thoi.

4. Bao dam an toan, an ninh mang cho hé thdng thong tin trién khai Open API,
dap ung to1 thi€u cap do 3 theo quy dinh cia Chinh phu vé bdo dam an toan hé
thong thong tin theo cap do va tuan thu quy dinh cia Ngan hang Nha nudc Viét
Nam v¢ an toan h¢ thong thong tin trong hoat dong ngan hang.
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5. Cung cap cong cu hodc chirc ning cho phép khach hang thuc hién:

a) Tra ctru céc dit liéu ma khach hang dong y cho bén thi ba xr 1y;

b) Rut lai su ddng ¥ ctia khach hang theo quy dinh ctia phap luat.

6. Thiét lap thoi han dugc thuc hién truy van thong tin ctia khach hang sau khi
duoc khach hang déng v khong qua 180 ngay, trir trudng hop co thoa thuin khac
gilta khach hang véi Ngan hang.

7. Cung cap thong tin tinh hinh trién khai Open API cho Ngin hang Nha nuéc
Viét Nam (thong qua Cuc Cong nghé thong tin) khi duoc yéu cau.

8. Phdi hop véi bén thtr ba theo thoa thuan va véi co quan c6 tham quyén dé
giai quyét vuéng mac, tranh chap trong qua trinh trién khai Open API.

9. C6 giai phap cong nghé gidi han sb lan truy van tu dong thong tin cta khach
hang tir bén thir ba.

10. Chiu trach nhiém lua chon, thAm dinh, giam sat va quan ly bén thu ba.

11. Thuc hién cap nhat hoac thu hoi quyén truy cap dit li€u ctia bén thir ba khi
c6 thay ddi theo hop dong.

12. Giam sat hoat dong truy cap:

a) C6 hé thong giam sat dé phat hién va ngin chin cac hanh vi truy cip bat
thuong hodc trai phép tir bén thir ba;

b) Ghi nhat ky toan bd viéc sit dung Open API tir bén thir ba ti thiéu trong
vong 03 thang va sao luu t6i thiéu 01 ndm dé phuc vu kiém tra khi can thiét.

Diéu 12. Quyén va trach nhiém ciia bén thit ba

1. Bén thir ba c¢6 cac quyén theo hop dong hodc thoéa thuin véi Ngan hang,
khach hang.

2. Trach nhiém cua bén thur ba:

a) Cung cip cong cu hodc chirc ning cho phép khach hang thuc hién truc tuyén:

(i) Tra ctru cac dir liéu ma khach hang dong ¥ cho bén thir ba xtr 1y;

(i) Rt lai sy dong ¥ ctia khach hang theo quy dinh cuia phap luat.

b) Thong bao cho khach hang céc diéu khoan, diéu kién vé viéc sir dung dich

vu va huéng dan khach hang cach thuc st dung dich vu.
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¢) Ban hanh quy trinh quan 1y rui ro; quy trinh cham séc¢ khach hang; quy trinh
xtr 1y khiéu nai; quy trinh giai quyét tranh chap; quy trinh bao dam hoat dong lién
tuc va quy trinh st dung dich vu khi cung cép dich vu cho khach hang.

d) Khai thac va stir dung dir liéu diing pham vi theo thoa thuan gitra cac bén va
theo quy dinh cua phéap luat.

d) Thong béo kip thoi cho Ngan hang khi xay ra su ¢ vé& cong nghé thong tin,
an toan thong tin khi trién khai Open APL Hinh thirc va thoi gian thong bao theo
thda thudn gitta Ngan hang va bén thr ba.

e) Thong bao kip thoi cho Ngin hang khi c6 sai 1éch dit liéu va phdi hop véi
Ngan hang dinh chinh, hi¢u chinh kip thoi. Hinh thtrc va thot gian thong bao theo

thoa thuan gitra Ngan hang va bén thu ba.

Chuwong 111
PIEU KHOAN THI HANH

Piéu 13. Trach nhiém ciia Cuc Cong nghé thong tin

1. Chu tri, phdi hop véi cac don vi lién quan thudc Ngan hang Nha nudc Viét
Nam xtr Iy cac vudng méc phat sinh trong qua trinh thuc hién Théng tu nay.

2. Theo ddi, tong hop, bao cdo Théng déc Ngan hang Nha nudce tinh hinh thyc
hién ctia cac Ngan hang theo quy dinh tai Thong tu nay.

3. Kiém tra Ngan hang trong viéc thuc hién Théng tu nay.

Diéu 14. Hiéu lyc thi hanh

Thong tu ndy c6 hiéu lyc thi hanh ké tir ngay 01 thang 3 nim 2025.

Piéu 15. Piéu khoin chuyén tiép

Céac Ngan hang da két ndi, xir Iy dir liéu truc tiép v4i bén thir ba qua API hodc
Open API dé cung cap dich vu cho khach hang c4 nhan trude thoi diém Théng tu
nay co6 hi¢u lyc thi hanh phai thyc hi¢n:

1. Lap danh muc API, Open API dang trién khai va ké hoach thuc hién chi tiét
bao dam tuan thu quy dinh Thong tu nay gui Ngan hang Nha nudc Viét Nam (thong
qua Cuc Cong nghé thong tin), hoan thanh trudc ngay 01 thang 7 nam 2025.
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2. Tuén thu cac quy dinh tai Thong tu nady, hoan thanh trudc ngay 01 thang 3
nam 2027.

Diéu 16. T6 chirc thue hién

Thu trudng cac don vi thuéc Ngan hang Nha nude Viét Nam, ngan hang thuong
mai, ngan hang hop tic x4, chi nhanh ngin hang nudc ngoai chiu trach nhiém to
chtrc thuc hién Thong tu nay./.

KT. THONG POC
PHO THONG POC

Pham Tién Diing
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PHU LUC 01
PAC TA TIEU CHUAN KY THUAT CAC OPEN API
TRONG NGANH NGAN HANG
(Ban hanh kém theo Théng tw s6 64/2024/TT-NHNN ngay 31 thing 12 nam 2024
ciia Thong déc Ngan hang Nha nuée Viét Nam)

Bang Thuat ngir
STT Thuit ngir Mo ta
1 | PSU (Payment Service User) Khach hang
2 | TPP (Third Party Provider) Bén thtr ba
3 | Bank Auth Server Hé théng x4c nhan ciia Ngan hang
4 | Bank Open API Hé théng cia Ngan hang
5 | access_token Ma truy cap
6 | refresh token Ma lam moi
7 | UUID (Universally Unique Identifier) | Ma dinh danh duy nhét

Céac Open API truy van thong tin ty

8 | INF (INFormation) gia, 13i suat ciia Ngan hang

9 | AIS (Account Information Service) C,a ¢ Open A‘P I truy van thong tin
cua khach hang

10 | PIS (Payment Initiation Service) Cac Open API khoi tao thanh toan

11 | EWLTS (Ewallet Service) Céc Open API nap tién vao vi dién

twr, rat tién ra khoi vi dién tir

Bang Danh muc cic Open API chia theo cic nhém quy dinh tai Piéu 6

STT Danh sach Open API
I | Open API truy van thong tin ty gia, lii suat ciia Ngan hang (diém a khoan 1)
1 | API Lay thong tin 14i suat
2 | API Lay thong tin ty gia
II | Open API truy van thong tin ciia khach hang (diém b khoan 1)
API Xéc nhan va iy su dong ¥ ctia khach hang
2 | API Lay m4 truy cap
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Danh sach Open API

API Lam mé1 ma truy cap

API Thu hdi ma truy cap

API Lay danh sach tai khoan

API Lay thong tin tai khoan

API Lay lich sir giao dich

Open API khéi tao thanh toan, nap tién vao vi dién tir, riit tién ra khéi
vi dién tir (diém ¢ khoan 1)

Open API khdi tao thanh toan

API Khoi tao thanh toan

API Xéc nhan khach hang ludng Redirect

API Lay mi truy cép ludng Redirect

API Cap nhit trang thai xac nhan thanh toan cua khach hang ludng
Decoupled

API Xac nhan thanh toan

API Lay trang thai giao dich

API Lay trang thai xac nhan thanh toan ctia khach hang ludng Decoupled

Open API Nap tién vao vi dién tir

API Nap vi dién tr

AN e - I I e N )

API Xac nhan OTP

(O8]

API Cap nhat trang thai xac nhan nap vi dién tir cua khach hang luéng
Decoupled

API Lay trang thai xac nhan nap vi dién tir ciia khach hang luéng Decoupled

API X4c nhan nap vi dién tir

API Lay trang thai giao dich

4
5
6
C

Open API Riit tién ra khéi vi dién tir

1. Nguyén tic va quy dinh ky thuit chung

- Puong dan cta cac Open API quy dinh tai Phu luc nay duogc dit tén theo
nguyén tic thong nhat nhu sau: “https://<domain>/api/v1/....”

- Tham s6 trong cac Open API quy dinh tai Phu luc nay 1a t6i thicu.

- Bén thtr ba (TPP) str dung ma s6 thué hop 1€ con hoat dong tai Viét Nam (TPP-ID)
lam ma dinh danh.
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- Ngan hang sir dung ma ngé’n hang dung trong hoat dong nghi¢p vu ngan hang do
Ngan hang Nha nudc Viét Nam cap cho cac ngan hang (Provider-ID) lam ma dinh danh.

- Sau khi két ndi va bao dam an toan truyén thong giita Ngan hang va TPP theo
tiéu chuan quy dinh tai Phu luc 02, TPP phai ding ky mi dinh danh cta Gng dung
(client_id) va ma xé&c nhan dinh danh (client_secret) vdi Ngan hang.

- Ngan hang quan 1y két ndi va quyén truy cap Open API véi cac TPP theo chuan
OAuth 2.0 Authorization Framework trong RFC 6749. Tuy theo cdc nhom API, céac
Ngén hang st dung céc ludng 1dy ma truy cap trong RFC 6749 nhu sau:

+ Client credentials grant flow (muc 4.4 trong RFC 6749).

+ Authorization code grant flow (muc 4.1 trong RFC 6749) va két hop ky thuat
PKCE trong RFC 7636 d6i v6i mot s6 API lay ma truy cép.

- Can ct vao quy dinh tai Thong tu, pham vi cung cdp Open API ciia cac Ngan
hang chia thanh cac nhom sau: INF, AIS, PIS va EWLTS.

- Thoti gian hi¢u lyc ctia token cho tirng nhém néu trén dugc quy dinh nhu sau:

+ Authorization Code (GET/authorize): loai token str dung mdt 1an, thoi gian hi¢u
luc 180 giay.

+ Access Token véi grant type 1a client credentials (POST/token): thoi gian hi¢u
luc tbi da 3600 giay.

+ Access Token véi grant type 1a authorization code (POST/token): dbi voi
nhom AIS thoi gian hiéu luc tdi da 3600 giay; dbi v6i nhom PIS token st dung mot
1an va c6 thoi gian hiéu lyc t6i da 300 gidy.

+ Refresh token voi grant type 1a refresh _token (POST/token): chi &p dung cho
nhom AIS, thoi gian hiéu luc theo quy dinh dong ¥ chia sé dit liéu khach hang tai
khoan 6 Piéu 11. Trong khoang thoi gian refresh_token dang con hiéu luc, TPP c6 thé
st dung refresh_token dé 1iy access token mdi tir hé thong xac nhan cua Ngan hang
ma khéng cin yéu cau khach hang phai thuc hién lai ludng 1ay ma truy cap tai muc 3
phu luc nay.

- Thoi gian hi€u luc cua consentld (gia tr1 dugc sinh ra sau khi xac thuc thanh
cong khach hang theo ludng Decoupled trong cac nhém PIS; EWLTS va ludng OTP
nhom EWLTS) 1a 300 giay.

- Gia trj cta cdt “Bit budc” trong cac bang mo ta cac Open API phia dudi duoc
quy dinh nhu sau:

+ M: bit budc.

+ O: tuy chon.

+ C: diéu kién.
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- Céc Open API c6 tham sb trong Body duogc ky theo tiéu chuan REC 7515 dang
Detached JWS.

- Céc thanh phan trong cac hinh v& ludng thuc hién trong Phu luc nay dugc thé
hién & muc logic.

2. Cac Open API truy van thong tin ty gi4, lii suat cia Ngin hang (diém a
khoén 1 Diéu 6)

TPP Bank Auth Bank Open

=k Server API

——1: Select Rate/Interest Rate——~ . o
J 2: POST /token (Client credentials}———

< 2.1: Response: access foken- - ----wowaeereaees

3: vllinterestrate

€32 RESponse e e 3.1 RESPONSE- -y

4: lv1lexchangerati

oo D RESPONSE -oeveeeeees o 4.1 RESPONSE---mmmmmprmmmsems s

Hinh 1: Luéng truy vin théng tin ty gid, ldi sudt ciia Ngdn hang (INF)

- M ta chi tiét ludng:

+ Budce 1: Trén }’mg dung cta TPP, khach hang thyc hién yéu cdu truy van thong
tin ty gid hodc 1ai suat cia mQt ngan hang.

+ Budc 2: TPP thyc hién yéu cau léy’ access_token theo tiéu chuan OAuth2.0 voi
grant_type Ia client _credentials (Chi tiét duoc mo ta tai muc 4.4 trong RFC 6749).

+ Bu:(’fc 2.1. Hé théng xac nhan ctua Ngan hang kiém tra thong tin trong yéu cau
va phan hoi cho TPP access_token.

Néu khach hang yéu ciu truy van thong tin 13i suat thi thuce hién tiép buéc 3:

+ Buoc 3: TPP thm,: hién guri yéu cau truy van 13i suét t6i hé thong cua Ngan hang
thong qua API “API Lay thong tin lai suat” tai muc 2.1

+ Budc 3.1. Hé thong ciia Ngan hang phan hoi két qua cho TPP.

+ Budc 3.2. Ung dung ctia TPP hién thi két qua trén giao dién cho khach hang.

Néu khach hang yéu cau truy van théng tin ty gia thi thuc hién tiép budc 4:

+ Budc 4: TPP thuE: hién glri yéu cau truy van ty gid t6i hé thong ciia Ngan hang
thong qua API “API Ldy thong tin ty gida” tai muc 2.2

+ Budc 4.1. Hé thdng ctia Ngan hang phan hoi két qua cho TPP.

+ Budc 4.2. Ung dung ciia TPP hién thi két qua trén giao dién cho khach hang.
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2.1. API Lay thong tin 13i suat

Endpoint | /v1/interestrate?currency={currency}
Method | GET
Scope INF
- Request Header:
Tham s6 Loil dur Bit bujc Mo ta
li¢u
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuan RFC
. : 6750.
Authorization String M N p
- Ma access_token dugc cap theo quy
dinh tai muc 4.4 trong RFC 6749 (véi
grant type la client credentials).
- Ngay gio thyc hién.
: : - PBinh dang: yyyy-MM-
Request-DateTime | DateTime M ddTHH:mm:ssZ (UTC DateTime), theo
tiéu chuan RFC 3339.
String M3i dinh danh duy nhit cho request,
Request-ID [60] M thuong ¢ dinh dang UUID.
i Dia chi IP cua khach hang.
PSU-IP-Address String O 1a © .1 . cuav. qac ne -
[50] Gia tri nay phai ¢ dang Ipv4 hoac Ipvo6.
Thong tin trinh duyét trong truong hop
Strin khéach hang st dung tng dung web cua
PSU-User-Agent [200‘3” O TPP hodc cac thong tin khac trong
truong hop khach hang s dung tng
dung khac cua TPP.
. String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS |1 o O | déng....) cita khach hang.
. . Ma dinh danh ctia Ngan hang duoc quy
Provider-ID String [8] M dinh tai Muc 1.
TPP.ID String M Ma dinh danh cua TPP dugc quy dinh
[15] tai Muc 1.
Client-ID S[t;lorag @) Gid tri client_id dugc néu tai Muc 1.
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- Query parameter:

Tham sb Loil du Baf Mo ta
li¢u buoc
. Loai tién té quy dinh theo ma cuia by ISO
cutrency String 311 M0 17361 3 ky tur viét hoa.

- Response Header:

Tham sb Loal | gt buge Mb ta
dir li¢u *
Content-Type String M Mac dinh “application/json”
. Gia tri dugc lay tir request header trong

Request-1D String M API ciia TPP

. : Gia tri dugc ldy tir request header trong
Request-DateTime | String M API ciia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1

- Response Body:
+ HTTP STATUS CODE 200 OK:
Mikc 1 Migcz | Comdw) Bat Mb ta
licu budc
interests Array M Danh sach 13i suat
currenc String M Loai tién t& quy dinh theo ma cia
Y [3] b6 ISO 4217 véi 3 ky tu viét hoa.
productCode ?‘;r(;ga’, O M3 loai san pham tién giri
productDesc ?;r(;gﬁg M MO0 ta loai san pham tién giri
termCode String M Ky han gui
minAmount Number M S tién gui tbi thiéu
Stri Loai khach hang theo ISO 20022.
rin
customerType (4] & M Gia tri mac dinh: “PRVT” (Khach
hang ca nhan)
interestRate St[rsl?g M Lai suat
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Muc 1

Loai dir | Bit

li¢u budc

Mic 2

effectiveDate | Datetime M

- Ngay hi¢u luc.

- Pinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.

additionallnfo | Object O Théng tin bd sung (néu co)

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang

ma 16i chung.

2.2. API Lay thong tin ty gia

Endpoint /v1/exchangerate?currency={currency}
Method GET
Scope INF
- Request Header:
Tham sb Loaldir | g2 buge M6 ta
licu
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuan
. : RFC 6750.
Authorization String M N .
- M3a access_token dugc cap theo quy
dinh tai muc 4.4 trong RFC 6749
(voi grant_type la client credentials).
- Ngay gi¢ thuc hién.
. . - Pinh dang: yyyy-MM-
Request-DateTime | Datelime M ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.
: M3 dinh danh duy nhét cho request,
Request-1D String [60] M thuéng & dinh dang UUID
. bia chi IP cua khach hang. Gia tri
PSU-IP-Address String [50] 0 nay phai & dang Ipv4 hodc Ipvé.
Strin Thong tin trinh duyét trong trudng
PSU-User-Agent [200]g O hop khéch hang str dung ung dung
web cua TPP hoac céac thong tin khac
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Tham sb Loald® | bt buge M6 ta
li¢u
trong truong hop khach hang str dung
ung dung khac cua TPP.
. String Hé diéu hanh trén thiét bi (mdy tinh/
PSU-Device-O5 [100] O | di dong,...) ciia khéch hang,
. . Ma3a dinh danh cuia Ngan hang dugc
Provider-ID String [8] M quy dinh tai Muc 1.
: Ma dinh danh cua TPP dugc quy
TPP-ID String [15] M dinh tai Muc 1.
Client-1D String [50] O Gia tri client_id dugce néu tai Muc 1.

- Query parameter:

Tham s6 LO?AI dur Baf Mo ta
licu buoc
currenc String Loai tién t¢ quy dinh theo mi cta bd ISO
Y [3] 4217 véi 3 ky tu viét hoa.
- Response Header:
Tham sb Loal | p<t buge Mé ti
dir li¢u )
Content-Type String M Maic dinh “application/json”
. Gia tri dugc lay tir request header trong
Request-1D String M API cita TPP
. : Gia tri dugc ldy tir request header trong
Request-DateTime | String M API ciia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Miic 1 Miic 2 Loatdir ) Ba M ta
li¢u budc
rates Array M | Danh sach ty gia
Loai tién té quy dinh theo
currency String [3] | M | ma cua bd ISO 4217 voi 3

ky tur viét hoa
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-1 ¢

Loai dir | Bat

Muc 1 Mic 2 ligu b

Mo ta

=
>
(g}

buyCashRate Number | M | Ty gid mua vao bang tién mat
buyTransferRate | Number M Ty %13 m}Ja vao bing
chuyén khodn
sellCashRate Number | M | Ty gi4 ban ra bang tién mat
sellTransferRate | Number M Iy g,la bén ra bang chuyén
khoan
additionallnfo Object O | Thong tin bo sung (néu cb)
- Thoi diém 4p dung ty gia
trén hé thong ciia Ngan hang.
applyDate DateTime | M |- Pinh dang: yyyy-MM-

ddTHH:mm:ssZ (UTC
DateTime), theo tiéu
chuan RFC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan héi 16i va 7.2.2 Bang
ma 16i chung.

3. Cac Open API truy van thong tin ciia khach hang (diém b khoan 1 Diéu 6)

Chi ap dung véi cac truy van ma khach hang cha dong thuc hién trén Gmg dung
cua TPP.

- Ludng lay mi truy cip ciia khach hang duoc thuc hién khi 1y su dong y chia
s¢ dir liéu cuia khach hang duoc khoi tao trén irng dung cua TPP dugc mo ta nhu sau:

— Bank Auth Bank Open
PSU Server API
1: start
ARCEREE 1.1 redirect to Bank Auth Server--------
2: [authaorize: __ 2.1 Authenticate &
Authorises
“ data inf t

roemmenonssesensesoesasesoesososoooa 2.2: redirect with authorization code -=---=-=--=-==ssrmemmmmosmnmae oo oee &1 Iformation ServIces

alt [expired access token]

™ 3: itoken

(grant_type=refresh_toke n)-

Hinh 2: Luéng ldy md truy cdp
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+ Budc 1: Khach hang dang nhap vao ung dung cua TPP va thyc hi¢n dich vu
lién quan té1 sy dong y chia sé dir 1iéu cua khach hang do TPP cung cap.

e Néu khéch hang chua thuc hién dong y chia sé dir liéu hodc da hét thoi gian dong y
dugc quy dinh tai khoan 6 Dieu 11 thi tiép tuc thuc hién cac Bwérc tir 1.1 den Bude 2.4.

e Néu thoi gian dong ¥ con hi¢u luc va access token hét hiéu luc thi thuc hién
tiép tu Budc 3.

+ Budc 1.1. Hé thong ctua TPP sé diéu hudng khach hang t6i trang xac nhan cia
Ngan hang.

+ Budc 2: Khach hang dugc diéu hudng téi trang xac nhan ciia Ngan hang dé lay
su dong y chia sé dir liéu cua khach hang thong qua API “Xdc nhdn va ldy sw dong y
cua khdach hang” tai muc 3.1. Tai day, khach hang thuc hién dang nhap vao hé thong
xac nhan cua Ngan hang.

+ Budc 2.1. Hé thong xac nhan cta Ngan hang xac nhan khach hang. Sau khi xac
nhan thanh cong, khach hang xac nhan dong y chia sé dir li¢u thong qua giao dién cua
Ngan hang.

+ Budc 2.2: Hé théng xac nhan ctia Ngan hang chuyén hudng khach hang vé tng
dung cua TPP kém ma dong y (authorization code). Chi ti¢t dugc mo ta tai muc 3.1

+ Budc 2.3: TPP giri yéu cau lay access_token va refresh_token tGi hé thong
xac nhan cua Ngan hang. Chi tiét dugc mo ta tai APl “Ldy ma truy cdp” tai muc 3.2.

+ Budc 2.3.1: Hé thong xac nhan cua Ngan hang thuc hién phan h01 két qua cho
TPP. TPP sir dung access_token dé thuc hién cac truy van lién quan vé AIS. TPP st
dung refresh_token dé thuc hién lam mdi access_token khi access_token hét han
thuc hién tai Budc 3.

+ Budc 3: Truong hop access_token hét han, TPP thuc hién goi yéu cau lam méi
access_token dua trén refresh_token. Chi tiét dugc mo ta tai APl “Lam méi ma truy
cdp” tai muc 3.3.

+ Budc 3.1: Hé thong xac nhan ciia Ngan hang thuc hién phan hoi két qua cho TPP.

- Ludng truy van thong tin tai khoin vdi access_token duoc liy ¢ ludng lay
ma truy cap (hinh 2) dugc mo ta nhu sau:

Bank Auth Bank Open

PSU U Server API

4.1: iv1/accounts

4: account list request

oo 4.3: response - oo 4.2: TESDONSE -~ oo
5: account information request 5.1: /v1/accounts/information

r ----------- 5.3: response-------------j RN 5.2 FESPONSE---rrmmmr s
——~G:account transaction request—- 6.1/v1/accounts/transactions

e 6.3 response - -oeee e 6.2 FESPONSE - mmmmmmm s om oo

Hinh 3: Luéng truy vin théng tin tai khodn
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+ Budc 4: Khach hang giri yéu cau 1y danh sach tai khoan trén tmg dung cua TPP.

+ Budc 4.1: TPP giri yéu cau ldy danh sach tai khoan t6i hé thong ciia Ngan hang
thong qua API “Ldy danh sdch tai khodn” tai muc 3.5.

+ Budc 4.2: Hé théng cua Ngan hang phan hoi két qua cho TPP.

+ Budc 4.3: Ung dung TPP hién thi két qua danh sach tai khoan trén giao dién
cho khéch hang.

Néu khach hang yéu cau lay thong tin mdt tai khoan thi thuc hién tiép buérc 5:

+ Budc 5: Khach hang gtri yéu cau 1ay théng tin mot tai khoan trén tng dung
cua TPP.

+ Budc 5.1: TPP gti yéu cau lay thong tin mot tai khoan téi hé thong cua Ngan
hang thong qua API “Ldy thong tin tai khodn” tai muc 3.6.

+ Budc 5.2: Hé théng cua Ngan hang phan hoi két qua cho TPP.

+ Budc 5.3: Ung dung TPP hién thi két qua thong tin tai khoan trén giao dién cho
khach hang.

Néu khach hang yéu cau ly lich sir giao dich thi thue hién tiép buwéc 6:
+ Bude 6: Khach hang gt yéu cau lay lich st giao dich trén tmg dung cua TPP.

+ Budc 6.1: TPP giri yéu cau lay lich st giao dich toi hé thong ctia Ngan hang
thong qua API “Ldy lich sit giao dich” tai muc 3.7.

+ Budc 6.2: Hé théng cua Ngan hang phan hoi két qua cho TPP.

+ Buée 6.3: Ung dung TPP hién thi két qua thong tin lich sir giao dich trén giao
dién cho khéch hang.
3.1. API Xac nhén va lay s dong y ciia khach hang

Endpoint /authorize
Method GET
- Request Header:
Thamsé | o2 9% | B2 buge M ta
li¢u
Content-Type | String M application/x-www-form-urlencoded
) Xr . h tA <A o J4 hn \ t
Host String 0 ac dH}. ?n mién cia mady chi ma reques
dang gur1 dén
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- Query Parameter:

Loai Bit

Tham s6 dir ligu | budc Mo ta
response_type String M | Méc dinh “code”
client id String M Gid tri client_id dugc néu tai Muyc 1.
scope String M | Pham vi truy cép: AIS

Puong din dung dé diéu huéng khach hang
vé ing dung ctia TPP sau khi hé théng xac

redirect_uri Strin M
- & nhdn cia Ngan hang hoan thanh xac nhén
khach hang.
Gia tri nay dugc TPP tao ra dé duy tri trang
) thai giita request va respone, duoc st dung dé
state String M £ d P j ang

ngin chin cac cudc tdn cong trong linh vuc
bao mat web (Cross-site request forgery)
code challenge = BASE64URL-

code challenge | String M | ENCODE(SHA256(ASClII(code_verifier)))
Chi tiét tham khéo thém tai RFC 7636

Thudt todn dugc st dung dé tao ra
String O |code challenge.

Maic dinh “S256”

code challenge
_method

- Response:

+ Hé thdng xac nhan ctia Ngan hang didu hudng khach hang vé tmg dung ctia TPP
théng qua redirect uri kém vai tham s trén duong dan duge mé ta & bang dudi day:

Tham s6 | Loaidirliéu | Bit budc Mb ta
code String M Mai dong y
state String M Gia tri state tur request cua TPP.

+ Error Code: Tham chiéu tai muc 7.1.2. M3 16i API x4c nhén va lé'ly su déng v
cua khach hang.

3.2. API Lay ma truy cap

Endpoint | /token

Method POST
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- Request Header:
Tham s6 | Loai dir liéu | Bit budc M6 ta
Content-Type String M application/x-www-form-urlencoded
. . . + T3¢ 1) +
Authorization String M BE.lSIC BASE64(client_id '
client secret)
Host String 0 Xéc dinh tén qr.nleAn cua may chui ma
request dang gui dén
- Request body:
P Loai c " o
Tham so o n Bat bugc Mo ta
dir li¢u
grant_type String M Mac dinh “authorization code”
code String M Mfl dong y rgla NAgan Pang dEAl cap cho TPP
thong qua ludng lay ma truy cap.
Puong dan dung dé diéu hudng khach hang
trg lai ing dung ctia TPP. Gia tri nay phai
redirect_uri String M khép véi gia tri redirect uri da truyén tai
API Xac nhan va lay sy dong ¥ cua khach
hang muc 3.1.
Gié tri code verifier dugc st dung dé tao ra
. : code challenge ma TPP di truyén tai API
code_verifier | - String M Xéc nhan va lay sy dong y cia khach hang
muyc 3.1. Chi tiét tham khao thém RFC 7636.
- Response Header:
Tham s6 | Loai dir liéu | Bit budc Mo ta
Content-Type String M Mac dinh “application/json”
- Response body:

+ HTTP STATUS CODE 200 OK:

Tham s Loil i Bit Mo ta
li¢u bufc
access_token String M Ma truy cap.
refresh_token String M Ma lam mdi.
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Tham s Loil dur Bit Mo ta
li¢u bufc
token_type String M Mac dinh “Bearer”
expires in Number M Gia tri hi¢u lyc cua access_token da dugc mo
PITES. ta tai Muc 1 déi v6i nhém AIS
Pham vi cta access_token. Gia tri ndy khop
scope String M v6i scope tai API Xéac nhan va lay sy dong y
cua khach hang muc 3.1.

+ Error Code: Tham chiéu tai muc 7.1.2. M4 15i API Liy ma4 truy cap.

3.3. API Lam méi ma truy cap

Endpoint /token
Method POST
- Request Header:
= Loai c . .
Tham so o Bat bugc Mo ta
dir liéu
Content-Type String M application/x-www-form-urlencoded
. . . + GC:” +
Authorization String M B?SIC BASE6d(client_id
client secret)
Host String 0 Xac dinh tenq .mlf:n cua may chu ma
request dang guri dén
- Request body:
Tham s6 | Loaidit liéu | Bitbujc M5 ta
grant type String M Mac dinh “refresh token”
refresh token String M Gia tri refiesh _Ntoken quqc tra vé tai
- muc API Lay ma truy cap
Pham vi (scope) khong duoc vuot qua
scope String O pham vi (scope) tai API Xé&c nhan va
liy su déng y cta khach hang muc 3.1.

- Response Header:

Tham so

Loai dir liéu

Bit bujc

Mo ta

Content-Type

String

M

Maic dinh “application/json”
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- Response body:
+ HTTP STATUS CODE 200 OK:
. Loai 3
Tham so . Of{l Bzit Mo ta
dir liéu | buodc
access token | String M Ma truy cap.
Mi lam méi (M3 nay co6 thé khac gia tri ma
refresh_token | String 0 1am m&i duoc sinh ra tir ludng 1ay ma truy cap
vo1 grant_type authorization code)
token_type String M Maic dinh “Bearer”
ires in Number M Gi4 tri hi¢u lyc cua access_token da dugc mo
CXPITES Hmbe ta tai Muc 1 déi v6i nhém AIS

+ Error code: Tham chiéu tai muc 7.1.2. M3 151 API Liy ma truy cap.
3.4. API Thu hoi mi truy cip
TPP thuc hi¢n goi API nay khi khach hang thuc hi¢n rut lai sy déng y trén Ung

dung cua TPP.
Endpoint /revoke
Method POST
- Request Header:
Thamsé | “°* | Bitbugc Mb ta
dir liéu :
Content-Type | String M application/x-www-form-urlencoded
Authorization | String M Basic BASE64(client i1d + *“:” + client secret)
: Xac dinh tén mién ct iy chu mé t
Host String 0 ac chm Aen mién cia may chi ma reques
dang gui dén
- Request body:
Tham sb Loal 1 pst buge Mb ta
dir liéu :
. Gia tri cua access token hoac refresh token
token String M A X - -
can thu hoi
) . Loai token can thu hoi “access token” hodc
token type hint | String O -

“refresh token”
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- Response:

+ HTTP STATUS CODE 200 OK va khong c6 dit liéu tra vé. Tham khao chi tiét
RFC 7009.

+ Error code: Tham chiéu tai muc 7.1.2. Ma 161 API Lay ma truy cap.
3.5. API Lay danh sach tai khoén

Endpoint /v1/accounts
Method GET
Scope AIS
- Request Header:
P Loai c " o
Tham so L Bat bugc Mo ta
dir li¢u
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuan RFC
Authorization String M 6750.

- M4 access_token dugc cip theo quy
dinh tai muc 4.1 trong RFC 6749
(Authorization Code Grant).

- Ngay gio¢ thuc hién.
- Pinh dang: yyyy-MM-

Request-DateTime | DateTime M ddTHH:mm:ssZ (UTC DateTime), theo

tiéu chuén RFC 3339
String Mi dinh danh duy nhét cho request,
Request-ID [60] M| thuong & dinh dang UUID
PSU-IP-Address String 0 Dia chi IP cua khach hang. Gia tri nay

[50] phai & dang IPv4 hodc IPv6.

Thong tin trinh duyét trong truong hop
khach hang st dung ing dung web cua

PSU-User-Agent ?;r(;g‘ig O TPP hoac cac thong tin khéac trong
truong hop khach hang st dung Ung
dung khéc cua TPP.

. String Hé diéu hanh trén thiét bi (may tinh/di

PSU-Device-OS [100] O | dong....) ctia khach hang.

Provider-ID String [8] M Ma dinh danh ctia Ngan hang duoc quy

dinh tai Muc 1.
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P Loai P . .
Tham so o Bat buoc Mo ta
dir licu )
TPP.ID String M Ma dinh danh cua TPP dugc quy dinh
[15] tai Muc 1.
Client-ID S[t?on]g O | Gi4tri client_id duoc néu tai Muc 1

- Query parameter: Khong c6

- Response Header:

X Loai P " ..
Tham so e en Bat bugc Mo ta
Dir li¢u )
Content-Type String M Mac dinh “application/json”
: Gia tri dugc 14y tir request header trong
Request-1D String M API ciia TPP
: : Gia tri dugc ldy tir request header trong
Request-DateTime | DateTime M API ciia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response body:
+ HTTP STATUS CODE 200 OK:
Loai 3
Micl |  Mirc2 Mike 3 oal | Bat Mb ti
dir liéu | budc
accounts Array Danh sach tai khoan
: . . Thong tin tai khoan
dentificat
(centitication Object M | cta khach hang m¢ tai
Ngan hang.
accountld | String [34] | M | >0 i khoan cua khich
hang
name String [70] | M Tfan tai khoan cua khach
hang.
. Loai tai khoadn quy
type Strmg [4] | M1 i trong 1S0 20022,
Loai tién t& quy dinh
currency String [3] M |theo mad cua by ISO
4217 v6i 3 ky tur viét hoa.
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Loai 3
Miic 1 Mk 2 Mikc 3 oal | Bat Mo ti
dir liéu | budc

Ma dinh danh cia Ngan

bankCode String [8] M | hang dugc quy dinh tai
Muc 1

additionallnfo Object | © | 1ong tin bo sung
(néu co)

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang

ma 16i chung.

3.6. API LAy théong tin tai khoan

Endpoint | /vl/accounts/information
Method POST
Scope AIS
- Request Header:
R Loai ‘ " ..
Tham so e Bat budc Mo ta
dir li¢u
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuan RFC
o : 6750.
Authorization String M N p
- Ma access_token dugc cap theo quy
dinh tai muyc 4.1 trong RFC 6749
(Authorization Code Grant).
- Ngay gio¢ thuc hién.
: . - Pinh dang: yyyy-MM-
Request-DateTime | DateTime M ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.
String Mi dinh danh duy nhét cho request,
Request-ID [60] M| thwomg & dinh dang UUID
String bia chi IP cua khach hang. Gia tri nay
PSU-IP-Address [50] O | phai & dang IPv4 hodc IPv6.
Strin Thong tin trinh duy¢t trong trudng hop
PSU-User-Agent 20 O]g O khéch hang stir dung ung dung web cua
TPP hodc cac thong tin khac trong
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P Loai E . .
Tham so0 o Bat buoc Mo ta
dir liéu )
truong hop khach hang s dung ung
dung khac cua TPP.
. String Hé diéu hanh trén thiét bi (mdy tinh/di
PSU-Device:OS | 1109 O | dong....) cia khich hang.
: : Ma dinh danh cta Ngan hang dugc quy
Provider-1D String [8] M dinh tai Muc 1.
TPP.ID String M Ma dinh danh cta TPP dugc quy dinh
[15] tai Muc 1.
Client-ID String [50] 0) Gid tri client_id dugc néu tai Muyc 1
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Request Body:
Mirc 1 | Loai dix liéu | Bit budc Mb ta
accountld String [34] M S tai khoan cua khach hang.
- Response Header:
P Loai E . .
Tham so0 o Bat bugc Mo ta
dir liéu
Content-Type String M Mac dinh “application/json”
: Gi4 tri duoc 13y tir request header trong
Request-1D String M API ciia TPP
. . Gia tri dugc lay tir request header trong
Request-DateTime | DateTime M API ciia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Loai 3
Mk 1 Mic2 | Mie3 oal | Bat Mb ti
dir liéu | budc
: : : : Thong tin s6 tai khoan
identification Object M ciia khéch hing
accountld String [34] | M lslgntgl khoan ctia khdch
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Muc 1

Muc 2

Muc 3

Loai
dir liéu

Mo ta

name

String [70]

Tén ta1 khoan cua khach
hang.

type

String [4]

Loai tai khoan quy
dinh trong ISO 20022.

currency

String [3]

Loai tién t& quy dinh
theo ma cua bo ISO
4217 vé6i 3 ky tur viét hoa.

bankCode

String [8]

Ma dinh danh cia Ngan
hang duogc quy dinh
tai Muc 1 caa Phu luc.

creationDate

Datetime

- Ngay tao tai khoan.

- Pinh dang: yyyy-
MM-ddTHH:mm:ssZ
(UTC DateTime), theo
tiéu chuan RFC 3339.

balances

Array

Thong tin vé chi tiét
sO du

amount

Object

Thong tin vé sb du
kha dung

value

Number

S6 du kha dung trén tai
khoan cta khach hang

currency

String [3]

Loai tién té quy dinh
theo ma cua bo ISO
4217 véi 3 ky tu viét
hoa.

dateTime

DateTime

- Ngay gio hé théng
thuc hién.

- Binh dang: yyyy-
MM-ddTHH:mm:ssZ
(UTC DateTime),
theo tiéu chuan RFC
3339.

additionallnfo

Object

Thong tin bo sung
(néu co)
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+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan hoi 16i va 7.2.2 Bang

ma 161 chung.

3.7. API LAy lich sir giao dich
- Khoang thoi gian cho phép truy vén lich st giao dich tuy thudc vao quy dinh

cua Ngan hang.

Endpoint /v1/accounts/transactions

Method POST

Scope AIS

- Request Header:
. Loai 3
Tham so - Oil BaAt Mo ta
dir licu budc

Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access token}”: theo tiéu chuan

o : RFC 6750.
Authorization String M

- M3 access_token duoc cap theo quy
dinh tai muc 4.1 trong RFC 6749
(Authorization Code Grant).

Request-DateTime | DateTime M

- Ngay gio thyc hién.

- Binh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.

Request-1D

String [60] M

M3 dinh danh duy nhat cho request,
thuong ¢ dinh dang UUID.

PSU-IP-Address String [50] O

Dia chi IP cua khach hang. Gia tri nay
phai & dang Ipv4 hoac Ipv6.

Thong tin trinh duyét trong trudong
hop khach hang sir dung Uung dung

Stri
PSU-User-Agent [ 2183‘;” O web cua TPP hodc cac thong tin khac
trong truong hop khach hang str dung
ung dung khac cta TPP.
. String Hé diéu hanh trén thiét bi (may tinh/
PSU-D -OS O N '
eviee [100] di dong,...) cta khach hang.
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. Loai i
Tham so . Of{l Bzit Mo ta
dir liéu budc
. . Ma dinh danh ctia Ngan hang duoc
Provider-1D String [8] M quy dinh tai Muc 1.
TPP.ID String [15] M Ma dinh danh ctia TPP dugc quy dinh
tai Muc 1.
Client-1D String [50] @) Gia tri client_id dugce néu tai Muc 1.
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1.
- Request Body:
Mirc 1 | Loai ditligu | Do M6 ta
budc

accountld | String [34] M S tai khoan cua khach hang.
- Thot gian giao dich tir ngay.

fromDate | DateTime M - Pinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan RFC 3339.
- Thoi gian giao dich dén ngay.

toDate DateTime M - Binh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan REC 3339.
Xac dinh sb trang duoc yéu cau. Cac trang

page Number 0 dugc danh s6 tir 1. Néu tham sd khong duoc
chi dinh, API s& tra vé trang $6 1.
Xac dinh sb luong ban ghi trén mot trang. Néu

size Number @) tham sd khong duoc chi dinh, API s€ tra vé
toan bo cac ban ghi thda man yéu cau.

- Response Header:

Tham s6 I:O?Al Bzit Mo ta
dir licu budc

Content-Type String M Mac dinh “application/json”

: Gia tri dugc 14y tir request header trong
Request-1D String M API ciia TPP
Request- . Gia tri duogc ldy tir request header trong
DateTime Patelime | M\ I ctia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
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- Response Body:
+ HTTP STATUS CODE 200 OK:
. ) ) ) Loai | Bit .
Mike 1 Mikc 2 Mikc 3 Mikc 4 o R Mo ta
dir liéu |budc
pageCount Number | M |Téng s trang
pageNumber Number | M |Trang hién tai
nextPage Number | O |Trang tiép theo
pageSize Number | M [S6ban ghi trén mot trang,
totalCount Number O T;on% S? ban ghi trén
tat ca cac trang
. Danh sach dit lidu vé
transactions Array M .an 9sa<.: 1r feu ve
lich sur giao dich
amount Object T.hf)ng tin s6 tién giao
dich
value Number S tién giao dich
Loai tién té quy dinh
. theo ma cua bd ISO
t M j .
cutrency String [3] 4217 véi 3 k¥ tu vidt
hoa
balances Object M |Théng tin s6 du
A 5 thx . + R
value Number | M S.O du.: 0 thol diém
giao dich
Loai tién té quy dinh
. theo ma cua bo ISO
t M i .
cutrency String [3] 4217 véi 3 k¥ tu vidt
hoa
- CRDT (Credit) néu
ditDebit : 1 s6 du ghi c6
cre'l ! String [4] | M 8 S
Indicator - DBIT (Debit) néu la
s6 du ghi ng
Chi ra mét giao dich
reversalln da bi ddo ngugc hoac
. boolean | O |huy bo. C6 thé bao
dicator

gdm céc giao dich bi
hoan tién, bi huy bo.




52 CONG BAO/S6 301 + 302/Ngay 08-02-2025
. . . . Loai | Bit .
Murc 1 Murc 2 Murc 3 Murc 4 L R Mo ta
dir liéu |budc
- Thoi gian giao dich.
- Dinh dang: yyyy-
valueDate DateTime | M |MM-ddTHH:mm:ssZ
(UTC DateTime), theo
tiéu chuan RFC 3339.
: Thong tin ma dinh
e t M ’
references Objec danh giao dich
instructio String Ma dinh danh duy nhét
nldentific M X ..
. [70] cho moi giao dich
ation
r.elatedPar Object O |Thong tin gui nhan
ties
. Thong tin bén chuyé
debtor Object @) .‘Aong in bén chuyén
tien
name String[140]| O | Tén ctia bén chuyén tién
Ma dinh danh cua Ngan
bankCode | String [8] | O hang cua bén 'chuyer?
duoc quy dinh tai
Muc 1
accountld |String [34]| O |Sé tai khoan.
creditor Object O |Thong tin bén nhan
name String [140]| O |Tén cia bén nhan
Ma dinh danh cua Ngan
bankCode | String [8] | O |hang ctia bén nhan dugc
quy dinh tai Muyc 1
String Sb tai khoan cta bén
tl
accountld (34] O nhdn
additional
Transacti String n : .
onlnform [255] M [Noi dung giao dich
ation
additional Object 0 ThArong,tm bo sung
Info (n€u co)
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+ Error Code: Tham chiéu tai muc 7.2.1. Pinh dang phan hoi 16i va 7.2.2 Bang
ma 161 chung.

4. Cac Open API khéi tao thanh toan (diém ¢ khoan 1 Piéu 6)

Chi ap dung vo1 cac Iénh thanh toan ma khach hang chu dong thuc hién trén ing
dung cua TPP.

- Ludng trién khai cac API khoi tao thanh toan:

Bank Auth Bank Open
TPP
Server AP

1
1 Init payments——»
2 POST ftoken (Client credentialz)

]
: < 2.1 Response: access token
: ] 3. POST ivi/payments N
1 < rmremrennanenes e e eneeeeo- 3 1 ReSponse: paymentld, consentStatus----
]
REDIRECT FLOW
:1 -4 Redirect to Bank with Paymentld.-- *
1 1
[ 4.1 fauthorize with paymentld >
! ‘J 4.1.1: Confirm payment
1
! 4.1.2 authenticate user
! (adhere to payment regulations)
: &-enenenneeneeneeneee- 4 1 3 Response: authorization code-----eeeeeeemmemeeneees
: ————4.2: POST. /token with authorization code——
| §‘ 4.2 1: verify authorization code
. - -----4 2 2. Response: access token------- e
1
DECOUPLED FLOW
T I
O e semeeneee 4 NOTIFY: Authentication required ‘
! 4.1" Authenticate and authorize Decoupled —‘ 41,1 Confirm payment
i A
-
! 4.1.2" authenticate user
: e (adhere to payment regulations)
1 4 F"POST vl update consent with consenild, conseniStatus——M87 M —
1 ---4.2.1" Response--- b s st s s e e o
: OFT 43 POST v1sget consent with pa}memld »
. Mo mee ---4.3.1" Response--.
1 —
1
1 REDIRECT FLOW
1 5. POST: ivl/payments/zubmit >
: B e . | D RESPONSE
| L
: DECOUPLED FLOW
1 57 POST wil/payments/submit with consentld —
1
1
! OFT 6: GET: wvl/payments/status
1
. e e sesnmimmnnananeeee 5 T REEPONSE com e
1
k- SOy L 1131 4] 411 DO,
1

Hinh 4: Luéng trién khai cdc API thanh toan (PIS)
- M ta chi tiét ludng:
+ Budc 1: Khach hang thyc hién yéu cau thanh toan trén ing dung ctiia TPP.

+ Budc 2: TPP thuc hién yéu cau lay access_token theo tiéu chuin OAuth2.0 véi
grant_type la client_credentials (Chi tiét dugc mo ta tai muc 4.4 trong RFC 6749).
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+ Budc 2.1. Hé thdng xac nhan ciia Ngan hang kiém tra thong tin trong yéu cau
va phan hoi cho TPP access_token.

+ Budc 3: TPP thuc hién gui yéu cau khoi tao thanh toan téi Ngan hang thong
qua API “Khdi tao thanh todn” tai muc 4.1.

+ Budce 3.1. Hé théng ctia Ngan hang thuc hién kiém tra cac thong tin tir yéu cu
cua TPP. Khi cac thong tin hop 1€, h¢ thong cia Ngin hang tra vé cho TPP mot ma
giao dich duy nhat (paymentld), trang thai consentStatus c6 gia tri la
“AWAITTING _AUTH”.

Vé6i ludng redirect (cac bude tir 4 dén 5.1):

+ Budc 4: Sau khi TPP nhan dugc paymentld, TPP diéu huéng khach hang toi
trang xac nhan cua Ngan hang dé thuc hién xac nhan thanh toan.

+ Budc 4.1: Khach hang thyc hién dang nhap. Chi tiét duoc mo ta tai API “Xdc
nhdn khdch hang” tai muc 4.2.

+ Budc 4.1.1. Khach hang xdc nhan thong tin thanh toan trén giao di¢n cua
Ngéan hang.

+ Budc 4.1.2. Khach hang xac nhan thanh toan theo cac phuong thirc xac nhan
cua Ngan hang bdo dam tuan thu quy dinh cua phap luat.

+ Budc 4.1.3: Hé théng x4c nhan cua Ngan hang chuyén huéng khach hang vé
ung dung cia TPP kém ma dong y (authorization code).

+ Budc 4.2: TPP gui yéu cau lay access_token t6i hé théng xac nhan cua Ngan
hang. Chi tiét dugc mo ta tai APl “Lay ma truy cdp” tai muc 4.3

+ Budc 4.2.1: Hé théng xac nhan cua Ngan hang thuc hién kiém tra cac thong tin
ma dong ¥ tir yéu cau cua TPP.

+ Budc 4.2.2: Hé théng xac nhan cia Ngan hang thuc hién phan hoi
access_token cho TPP.

+ Budc 5: TPP thyc hién gui yéu cau xac nhan thanh toan t&i Ngan hang thong
qua API “Xdc nhdn thanh todn” tai muc 4.5.

+ Budc 5.1. Ngan hang phan hoi két qua thanh toan.

Vé6i ludng decoupled (cac bude tir 4> dén 5.1°):

+ Budc 4’: Tuy theo thiét ké ing dung cua TPP va Hé thong cia Ngan hang ma
H¢ thong x4c nhan cua Ngan hang thuc hién hodc khong thuc hién gui thong bao téi
khéach hang ¢ mdt thanh toan can dugc xac nhan.

+ Budc 4.1°: Khéch hang truy cap tng dung cua Ngan hang.

+ Budce 4.1.1°: Khach hang xac nhan thong tin thanh todn trén giao dién cua
Ngan hang.

+ Budc 4.1.2°: Khach hang x4c nhan thanh toan theo cidc phuong thirc xac nhan
do Ngan hang quy dinh va bao dam tuan thu quy dinh cua phép luat.
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+ Budc 4.2°: Hé théng ctia Ngan hang guri yéu cau cap nhat trang thai xac nhan
thanh toan ctia khach hang té1 TPP thong qua API “Cap nhat trang thai xac nhan
thanh toan ctia khach hang luong decoupled” tai muc 4.4.

+ Budc 4.2.1°: TPP nhan dugc trang thai xac nhan thanh toan ctua khach hang va
phan hoi két qua lai cho hé thong ciia Ngan hang, chi tiét tai muc 4.4.

+ Buoc 4.3°: Trong truong hop TPP khong nhan dugc trang thai xadc nhan thanh
toan cua khach hang thong qua API “Céap nhat trang thai xac nhan thanh toan cua
khach hang luéng decoupled” tai muc 4.4 tir hé thong ctia Ngan hang thi TPP c6 thé
giri yéu cau lay trang thai xac nhan thanh toan cua khach hang t6i hé thong cua Ngan
hang thong qua API “Ldy trang thdi xdc nhidn thanh todn ciia khdch hang luéng
Decoupled” tai muc 4.7.

+ Budc 4.3.1°: Hé théng ctia Ngan hang nhan duoc yéu cau va phan hoi két qua
lai cho TPP.

+ Budc 5°: TPP thuc hién gui yéu ciu xac nhan thanh toan téi Ngan hang thong
qua API “Xdc nhdn thanh toan” kem thong tin consentld tai muc 4.5.

+ Buoe 5.1°: HE thong ctia Ngan hang nhan dugc yéu cau va phan hoi két qua lai
cho TPP, chi tiét tai muc 4.5.

+ Budc 6: Trong truong hop TPP khong nhén dugce phan hoi két qua hach toan tir
Ngan hang, TPP gui yéu cau lay trang thai giao dich toi hé théng ciia Ngan hang
thong qua API “Lay trang thdi giao dich” tai muc 4.6.

+ Buéc 6.1: Hé théng cuia Ngan hang nhan dugc yéu cau va phan hoi két qua lai
cho TPP.

+ Budc 7: TPP hién thi két qua thanh toan cho khach hang.
4.1. API Khdi tao thanh toan

Endpoint /v1/payments

Method POST

Scope PIS

- Request Header:
Tham s6 Loai dit liéu | Bit budc M0 ta

Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer
+ {access_token}”: theo ti€u chuan
RFC 6750.

Authorization String M - Mi access_token duogc cip theo
quy dinh tai myc 4.4 trong RFC
6749 (voi grant type la
client_credentials).




56 CONG BAO/S6 301 + 302/Ngay 08-02-2025

Tham s6 Loai dit liéu | Bit budc M5 ta
- Ngay gio thyuc hién.
. : - Pinh dang: yyyy-MM-
Request-Datelime | - DateTime M ddTHH:mm:ssZ (UTC DateTime),
theo ti€u chuan RFC 3339.
. M3 dinh danh duy nhét cho request,
Request-1D String [60] M thuong & dinh dang UUID
) Dia chi IP cua khach hang. Gié tri
PSU-IP-Address String [50] O nay phai & dang IPv4 hodc IPvo6.
Thong tin trinh duyét trong truong
hop khach hang st dung Uing dung
PSU-User-Agent String [200] O web cua TPP hodc cac thong tin
khac trong truong hop khach hang
st dung ung dung khac ctia TPP.
. . Hé diéu hanh trén thiét bi (may
PSU-Deviee-OS | Strng [100] 1O} o i dong....) ciia khach hang,
. : Ma dinh danh cua Ngan hang duoc
Provider-ID String [8] M quy dinh tai Muc 1.
: Ma dinh danh cua TPP duoc quy
TPP-1ID String [15] M dinh tai Muc 1.
Client-ID String [50] @) Gia tri client id dugc néu tai Muc 1.
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Request Body:
Loai 3
Mike 1 Mic2 | o | Bat Mb ti
dir liéu | budc
: . . : String o .
instructionldentification (50] M | Ma giao dich do TPP khéi tao
Thong tin nguodi thuc hién
debtor Object C thanh toa‘n, khong bat bu(:)c
trong truong hop thanh toan
voi dich vu Céng thanh toan
ame String C Tén tai khoan cua nguoi
[70] thuc hién thanh toan
String S tai khoan ctia nguoi thuc
accountld | 340" 1 Cl ien thanh toan
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Loai i
Miic 1 Mic2 | o | Bat Mo ti
dir liéu | buoc
Ma dinh danh cua Ngan
String hang cta nguodi thyc hién
bankCode [8] ¢ thanh toan duoc quy dinh tai
Muc 1.
remittancelnformation ?;rslrsl‘i’r M | Noi dung giao dich
instructed Amount Object | M | Thong tin sd tién giao dich
value Number | M | Sé tién giao dich
Strin Loai tién té quy dinh theo
currency 3] g M | ma cua bg ISO 4217 véi 3 ky
tu viét hoa.
- Ngay thyc hién giao dich.
- Pinh dang: yyyy-MM-
requestedExecutionDate DateTime| M |ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuan
RFC 3339.
additionallnfo Object O | Thong tin bo sung (néu cb)
- Response Header:
Tham sb Loaldir | b huse M ta
li¢u
Content-Type String M Mac dinh “application/json”
. Gia tri duoc lay tir request header trong
Request-ID String M API ciia TPP
. : Gia tri dugc lay tir request header trong
Request-DateTime | String M API ctia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Mike 1 Loaldir | psi buge M ta
licu
paymentld String [35] M Ma glaAo dich duy nhat do Ngan hang
cung cap.
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Mike 1 Loatdir | b2 buge M ta
li¢u
. Ma trang thai cua giao dich. Theo ti€u
status Strung [4] 1 M1 chudn caa 1S0 20022,
- Thoi diém cap nhat trang thai.
: . - Binh dang: yyyy-MM-
statusDateTime DateTime M ddTHH:mm:$sZ (UTC DateTime),
theo tiéu chuan RFC 3339.
consentStatus String [20] M Maic dinh: “AWAITTING AUTH”

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang
ma 16i chung.
4.2. API Xac nhan khach hang ludong Redirect

Endpoint /authorize

Method GET
- Request Header:
P Loai c " o
Tham so L Bat bugc Mo ta
dir li¢u
Content-Type | String M application/x-www-form-urlencoded
Host String 0 Xac dH}h t?n mién clia may chi ma request
dang gui dén
- Query Parameter:
X Loai P " .
Tham so Y n Bat bugc Mo ta
dir licu
response_type String M Gia tri mac dinh “code 1d_token”
client id String M Gid tri client_id dugc néu tai Muc 1.
scope String M Pham vi truy cap: PIS
Puong din dung dé diéu hudng khach
. : : hang vé tng dung ctia TPP sau khi hé
redirect_uri String M thdng xac nhan cua Ngan hang hoan thanh
xac nhan khach hang.
Gia tri nay dugc TPP tao ra dé duy tri
trang thai glua request va respone, duoc
state String M stt dung dé ngan chin cac cudc tin cong
trong linh vuc bao mat web (Cross-site
request forgery)
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P Loai P . .
Tham so ; Bat bugc Mo ta

dir lidu

code challenge = BASE64URL-
code challenge String M ENCODE(SHA256(ASClI(code_verifier)))

Chi tiét tham khao thém tai RFC 7636
Thuat toan dugc s dung dé tao ra
String O code_challenge.

Mac dinh “S256”

Json Web Token (JWT).

Str dung gia tri paymentld nhan dugc tu
API khoi tao thanh toan muc 4.1 dua vao
claim trong payload.

Chudi thong tin JWT bao gdm:

request String M + JOSE Header — theo JWT trong RFC
7519, JWS trong RFC 7515. Thuat toan
trong header ‘“alg” theo muc 3.1 trong
RFC 7518.

+ payload

+ signature — JWS trong RFC 7515

code challenge
_method

- Response:
+ Hé thong xac nhan cua Ngan hang diéu hudng khach hang vé tmg dung cua
TPP thong qua redirect uri kem véi gia tri & bang dudi day:

Loai dit

Tham s licu Bit budc Mb ta
code String M Mi dong y
state String M Gi4 tri state tur request cua TPP.
Json Web Token (JWT).

Str dung gia tri paymentld nhan dugc
tir API khdi tao thanh toan muc 4.1
dua vao trong payload.

- Chudi thong tin JWT bao gdm:
id_token String O + JOSE Header - theo JWT trong RFC
7519, JWS trong RFC 7515. Thuat
toan trong header “alg” theo muc 3.1
trong RFC 7518;

+ payload;

+ signature - theo JWS trong RFC7515.
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+ Error Code: Tham chiéu tai muc 7.1.2. Mi 151 API Lay ma truy cap.

4.3. API LAy ma truy cip ludng Redirect

Endpoint | /token
Method | POST
- Request Header:
Tham sb Loal 1 b4t buse M6 ta
dir liéu
Content-Type |  String application/x-www-form-urlencoded
Authorization |  String Basic BASE64(client_id + .7 +
client secret)
Host String Xac dinh tén mién ctia may chil ma request
dang gti dén
- Request body:
P Loai A Ln
Tham so0 o Mo ta
dir licu
grant_type String Mac dinh “authorization code”
Mi doéng y ma Ngan hang d3 cdp cho TPP
code String thong qua API xac nhan khach hang ludng
Redirect muc 4.2.
Puong din dung dé diéu hudéng khach hang
redirect uri Strin tro lai ung dung cua TPP. Gia tri nay phai
— g khop vO1 gia tri redirect_uri da truyén ¢ API
xéac nhan khach hang luéng Redirect muc 4.2
Gia tri code verifier dugc sir dung dé tao ra
code verifier Strin code_challenge ma TPP da truyén tai API xac
- g nhan khach hang ludng Redirect muyc 4.2. Chi
tiét tham khao thém RFC 7636.

- Response Header:

Tham s6 | Loai dir liéu | Bit budc Mb ta
Content-Type String M Mac dinh “application/json”
- Response body:
+ HTTP STATUS CODE 200 OK:
Tham s6 | Loai dir liéu | Bit budc Mb ta
access_token String M Ma truy cap.
token_type String M Mac dinh “Bearer”
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Tham s6 | Loai dit liéu | Bit budc M5 ta
exbires in Number M Gié tri hi€u lyc ctia access token da duoc
PIES_ mb t4 tai Muyc 1 déi v6i nhom PIS.
Pham vi cua access token. Gia tri nay
scope String M khép véi scope tai APl Xac nhén khach
hang ludng Redirect muc 4.2.

+ Error Code: Tham chiéu tai muc 7.1.2. Ma 151 API Lay ma truy cap.

4.4. API Cip nhit trang thai xac nhin thanh toan ciia khach hang ludng

Decoupled

- Hé thdng cua Ngan hang thuc hién goi API nay caa TPP dé tra vé trang thai xac
nhén thanh toan ctia khach hang cy thé nhu sau:

Endpoint /v1/update-consent
Method POST
- Request Header:
. Loai i
Tham so . O?Al Bzit Mo ta
dir liéu | buoc
Content-Type String M | Méc dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuan REC 6750.
Authorization String M |- Ma access_token dugc cap theo quy dinh
tai muc 4.4 trong RFC 6749 (voi
grant type la client credentials).
- Ngay gio thyuc hién.
Request-DateTime | DateTime | M | - Dinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan RFC 3339.
String Ma dinh danh duy nhét cho request, thuong
Request-ID 60] | ™M & dinh dang UUID
JWS-Signature String M | Chir ky JWS theo quy dinh tai Muc 1
- Request Body:
Loai 3
Mic 1 oal | Bat Mb ta
dir liéu | budc
String Mai giao dich duy nhat do Ngan hang cung cip
paymentld [35] M cho TPP trong API khai tao thanh toan muc 4.1
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Loai 3
Miic 1 oal | Bat M ta
dir licu | buoc
Strin Gia tr1 do Ngan hang sinh ra sau khi xac nhan
consentld ;3 6]g M | thanh cong trén Ung dung ctia Ngan hang trong
ludng Decoupled.
Nhén mdt trong cac gia tri sau:
- “AUTHORISED” khi khach hang xac nhan
) thanh cong.
String C 1 \ . A .
consentStatus 20] M |- “REJECTED” khi khach hang xac nhan sai
quy dinh cua Ngan hang.
- “CANCEL” khi khach hang khéng xac nhan
trén Ung dung ctia Ngan hang.
expireln Number M 1’31;)‘(}1 1glan hi¢u luc cua consentld quy dinh tai

- Response Header:

Tham so Loai dir li¢u | Bit budc M6 ta
Content-Type String M Mac dinh “application/json”
: Gia tri dugc ldy tir request header
Request-1D String M trong API ciia TPP
. : Gia tri duoc lay tir request header
R t-DateT t M L
cquest-Latetime String trong API cua TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1

- Response Body:
+ HTTP STATUS CODE 200 OK:

Muc 1

Loai dir liéu

Bit bujc M5 ta

message

String [20]

M Mac dinh “Success”

+ Error Code: Theo quy dinh cua TPP.
4.5. API Xac nhan thanh toan

Endpoint /v1/payments/submit
Method POST
Scope PIS
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- Request Header:
Tham sb Loaldir | b2t huge M6 ta
li¢u
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access token}”: theo ti€u chuan
RFC 6750.
- Péi véi Redirect Flow: Ma
access_token dugc cap theo quy dinh
Authorization String M tai muc 4.1 trong RFC 6749
(Authorization Code Grant).
- Péi véi Decoupled flow: Ma
access_token dugc cap theo quy dinh
tai muc 4.4 trong RFC 6749 (vd6i
grant type la client credentials).
- Ngay gi¢ thuc hién.
: : - Binh dang: yyyy-MM-
Request-DateTime | Datelime M ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.
: M3 dinh danh duy nhéat cho request,
Request-1D String [60] M thwong & dinh dang UUID
: Dia chi IP cua khach hang. Gié tri nay
PSU-IP-Address String [50] 0] phai & dang IPv4 hodic IPv6.
Thong tin trinh duyét trong truong
Strin hop khach hang st dung ung dung
PSU-User-Agent g O web cua TPP hoac céac thong tin khac
[200] . . . !
trong truong hop khach hang st dung
ung dung khac cta TPP.
. String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS | 1) O | dong,...) ciia khich hang.
. : Ma dinh danh ctia Ngan hang duogc
Provider-ID String [8] M quy dinh tai Muc 1.
TPP.ID String [15] M Ma dinh danh cua TPP duogc quy dinh
tai Muc 1.
Client-ID String [50] 0] Gid tri client_id dugc néu tai Muyc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
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- Request Body:
Loai i
Mikc 1 oal | Bat Mo ti
dir liéu buoc
String M3 giao dich duy nhat do Ngan hang cung cip
paymentld [35] M cho TPP trong API khdi tao thanh toan muc 4.1
Strin Gia tri do Ngén hang sinh ra sau khi xac nhén
consentld ;3 6]g C thanh cong trén Ung dung clia Ngan hang trong
ludng Decoupled.
- Response Header:
Tham s Loai dir liéu | Bit budc Mb ta
Content-Type String M Mac dinh “application/json”
: Gia tri duoc ldy tir request header
Request-ID String M trong API cita TPP
. . Gia tri duoc ldy tir request header
Request-DateTime String M trong API cita TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Miic 1 Logidir | Bat Mb ti
li¢u budc
Strin Ma giao dich duy nhit do Ngan hang cung
paymentld ;3 S]g M | cap cho TPP trong API khéi tao thanh toan
muc 4.1.
. M3 trang thai cua giao dich. Theo tiéu chuan
status String [4] | M 14 180 20022,
- Thoi diém cap nhat trang thai.
statusDateTime | DateTime [ M | - Dinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan RFC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan hoi 16i va 7.2.2 Bang
ma 16i chung.

4.6. API LAy trang thai giao dich

Endpoint /v1/payments/status
Method POST

Scope PIS
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- Request Header:
= Loai E . .
Tham so e n Bat bugc Mo ta
dir liéu
Content-Type String M Mac dinh “application/json”.
- Authorization dinh dang: “Bearer +
{access_token}”: theo ti€u chuan
o : RFC 6750.
Authorization String M _ p
- Ma access_token dugc cap theo quy
dinh tai muc 4.4 trong RFC 6749 (v6i
grant type la client credentials)
- Ngay gio thuc hién.
: . - Pinh dang: yyyy-MM-
Request-DateTime | DateTime M ddTHH:mm:ssZ (UTC DateTime),
theo ti€u chuan RFC 3339.
: M3 dinh danh duy nhét cho request,
Request-ID String [60] M thuong & dinh dang UUID.
PSU-IP-Address String [50] 0 Dia chi IP cua khach hang. Gia tri nay

phai & dang IPv4 hodc IPv6.

Thong tin trinh duyét trong truong
hop khach hang st dung Ung dung

PSU-User-Agent ?;r(;g]g O web cua TPP hoac céc thong tin khéc
trong truong hop khach hang st dung
ung dung khac cua TPP.

. String Hé diéu hanh trén thiét bi (mdy tinh/di

PSU-Deviee-O5 [100] O | dong....) cita khach hang,

: : Ma dinh danh ctia Ngan hang duoc

Provider-1D String [8] M quy dinh tai Muc 1.

TPP-ID String [15] M Ma dinh danh cua TPP duogc quy dinh
tai Muc 1.

Client-ID String [50] @) Gid tri client_id dugc néu tai Muyc 1.

JWS-Signature String M Chtr ky JWS theo quy dinh tai Muc 1.

- Request Body:
. Loai Bit A2
Micl | awnieu | buge Mo ta
String Mai giao dich duy nhat do Ngan hang cung cip
paymentld [35] M cho TPP trong API khdi tao thanh toan muc 4.1.
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- Response Header:

Tham s Loai | Bit budc Mo ta
Content-Type String M Mac dinh “application/json”
: Gia tri dugc ldy tir request header trong
Request-1D String M AP ctia TPP
. : Gia tri duoc lay tir request header trong
Request-DateTime | String M API ciia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1

- Response Body:
+ HTTP STATUS CODE 200 OK:

Loai dir | Bit

Mike 1 A R Mo ta
lieu buoc
Strin Ma giao dich duy nhat do Ngin hang cung
paymentld 3 S]g M | cap cho TPP trong API khoi tao thanh toan
muc 4.1.
status String [4] M Ma trang thai cua giao dich. Theo ti€u chuan

cua ISO 20022.

- Thoi diém cap nhat trang thai.
statusDateTime | DateTime | M |- Dinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo ti€u chuan RFC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang
ma 101

4.7. API Lay trang thai xdc nhan thanh toan ciia khach hang luong Decoupled

TPP goi API nay cua Ngén hang dé lay vé trang thai xac nhan thanh toan cua
khéach hang cu thé nhu sau:

Endpoint /v1/get-consent
Method POST
Scope PIS
- Request Header:
z Loai z
Tham sb % Bit bue M ta
dir li¢u )
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
Authorization String M {access token}”: theo ti€u chuan
RFC 6750.
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- Loai -
Tham sb % Bét buge M ta
dir li¢u )
- M3 access_token duoc cap theo quy
dinh tai muc 4.4 trong RFC 6749(v6i
grant type la client credentials).
- Ngay gi¢ thuc hién.
: : - Pinh dang: yyyy-MM-
R t-DateT DateT M
eques-Latetime atetime ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.
: M3 dinh danh duy nhat cho request,
R t-ID t M '
Sques String [60] thuong ¢ dinh dang UUID
: Dia chi IP cua khéach hang. Gia tri nay
PSU-IP-Add St 50 O . '
ress ring [50] phai & dang IPv4 hodc IPv6.
Thong tin trinh duyét trong truong
Strin hop khach hang st dung tng dung
PSU-User-Agent 20 0‘;” 0 web cua TPP hoac céc thong tin khéc
trong truong hop khach hang st dung
ung dung khac cta TPP.
PSU-Device.0S String o He diéu ha?h tré’n thiét bi (may tinh/di
[100] dong,...) cua khach hang.
: : Ma dinh danh cia Ngan hang d
Provider-1D String [8] M e .m .an cua Nean fang Cuoe
quy dinh tai Muc 1.
: Ma dinh danh cua TPP d dinh
TPP-ID String [15] | M & Cini dani eua e A
tai Muc 1.
Client-ID String [50] @) Gid tri client_id dugc néu tai Muyc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.
- Request Body:
Loai Bit
Mikc 1 ; Mo ta
e dirlitu | bupe ot
Strin M3 giao dich duy nhat do Ngan hang cung
paymentld 3 S]g M cip cho TPP trong API khéi tao thanh toan
muc 4.1.
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- Response Header:

Tham sb Logi ditligu| LoF M ta
buoc
Content-Type String M Mac dinh “application/json”
: Gia tri duoc ldy tir request header
R t-1ID t -
eques String trong API cua TPP
. . Gia tri duoc lay tir request header
R t-DateT St -
equest-Late L ime e trong API cua TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
. Loai | Bit A2
Micl | girligu | buge Mo ta
paymentld String M Ma giao dich duy nhé%t. do Ngan ha‘lflg cung cap
[35] cho TPP trong API khdi tao thanh toan muc 4.1.
Strin Gia tr1 do Ngan hang sinh ra sau khi xac nhan
consentld 3 6]g M | thanh cong trén Ung dung cua Ngan hang trong
ludng Decoupled.
Nhéan mot trong cac gia tri sau:
- “AUTHORISED” khi khach hang x4c nhan
) thanh cong.
String C i1 \ , A .
consentStatus [20] M |- “REJECTED” khi khach hang xac nhan sai quy
dinh ctia Ngan hang.
- “CANCEL” khi khach hang khong x4c nhan
trén Ung dung ctia Ngan hang.
: Thoi gian hi¢u 1 ] tl inh tai
expireln Number M y fcl 1glan 1éu lyc cua consentld quy dinh tai

+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan hoi 16i va 7.2.2 Bang
ma 10i

5. Cac Open API Nap tién vao vi dién tir (diém c khoan 1 Diéu 6)

- Ludng trién khai cac API Nap tién vao vi dién tir (sau day goi 1a nap vi dién tir)
sau khi khach hang thyc hi¢n lién két vi dién tir theo quy dinh. Khach hang thyc hi¢n
nap vi dién tir tir tai khoan lién két trén tmg dung cta TPP.
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Bank Auth Bank Open
TPP
- Select Top up > 2 POST /oken (Client credentials)——
4o 2 1 Response: access token e

3 POST licash-in

< < A (=1 10 D
e TS SO B -y g = SO SOOI
e INPUE OTP s 4.2: POST Av1iverify-otp-cash-in o | ;‘;82”:
paymentld
DECOUFLBD
R — 4" NOTIFY: Authentication required... .o ‘
) } 4.1.1" Confirm
41" Authenticate and autharise Decoupled payment
4.1.2" authenticate user
j (adhere to payment
requlations)
< 42" POST. ivl/update-consent-cash-in
4217 Responsg - mmjrrorrmrm s
ot 4 3 POST: ivi/get-consent-cash-in—— —
oo B 1T Response
[l 5. POST: fv1/submit-cash-in >
1 6: GET: Iv1/get-status-cash-in
e, T RESPONSE
N G [y = — .

Hinh 5: Luéng nap vi dién tir (EWLTS)

- M ta chi tiét ludng:

+ Budc 1: Sau khi dang nhdp vao tng dung cua TPP, khach hang thyc hién yéu
cau nap vi dién tur.

+ Buoc 2: TPP thyc hién mdt yéu cau léy access_token theo tiéu chuin
OAuth2.0 v6i grant_type la client credentials (Chi tiet dugc mo ta tai muc 4.4
trong RFC 6749) t61 h¢ thong x4c nhan ctia Ngan hang.

+ Budc 2.1. Hé thdng x4c nhan ciia Ngan hang kiém tra thong tin trong yéu cau
va phan hoi access_token cho TPP.

+ Budc 3: TPP thuc hién gtri yéu cau khoi tao nap vi dién tur téi h¢ théng cua
Ngan hang thong qua API “Nap vi dién tv” tai muc 5.1

+ Budc 3.1. Hé théng ctia Ngan hang thuc hién kiém tra cac thong tin tir yéu cau
cua TPP. Khi cac thong tin hop 1¢, h¢ thong cia Ngan hang tra vé cho TPP mot ma
giao dich duy nhat (paymentld).

Viéc x&c nhan giao dich nap vi dién tir theo quy dinh ctua Théng ddc Ngan hang
Nha nudc Viét Nam quy dinh vé an toan, bao méat cho viée cung cép dich vu truc



70 CONG BAO/S6 301 + 302/Ngay 08-02-2025

tuyén trong nganh Ngan hang. Trong truong hop thuc hién xac nhan nap vi dién tir
theo OTP hoac Decoupled thi thyc hién nhu sau':

Vé6i ludng OTP (cic budre tir 4 dén 4.2.2):

+ Budc 4: Hé thong ciia Ngan hang giri OTP cho khach hang.

+ Budc 4.1: Khach hang nhap OTP trén tmg dung cua TPP.

+ Budc 4.2: TPP thyc hién giri yéu cau xac nhan OTP t6i hé thong ciia Ngan hang
thong qua API “Xac nhan OTP” tai muc 5.2.

+ Budc 4.2.1: Hé thong ctia Ngan hang thyc hién kiém tra cac thong tin tir yéu cau
cua TPP.

+ Budc 4.2.2: Hé théng ctua Ngan hang thuc hién phan hoi két qua cho TPP.

Vé6i luong decoupled (cac buéc tir 4> dén 4.3.1°):

+ Budc 4’: Tuy theo thiét ké ing dung cua TPP va Hé thong cia Ngan hang ma
H¢ thong xac nhan ctia Ngan hang thuc hién hodc khong thuc hién guri thong bao to1
khéach hang c6 giao dich nap vi dién tur can dugc xac nhan.

+ Budc 4.1°: Khéch hang truy cép vao trng dung Ngan hang.

+ Budc 4.1.1°: Khach hang xac nhan thong tin nap vi dién tir.

+ Budc 4.1.2°: Khach hang x4c nhan nap vi dién tir theo cac phuong thic xac
nhin do Ngan hang cung cap va bdo dam tuan thu quy dinh v€ an toan, bao mat cho
viéc cung cap dich vu truc tuyén trong nganh Ngan hang.

+ Budc 4.2°: Hé théng cua Ngan hang gtri yéu cau cép nhat trang thai xac nhan
nap vi dién tor cia khach hang té1 TPP thong qua API “Cap nhat trang thai xac
nhan nap vi dién tir cia khach hang luéng decoupled” tai muc 5.3.

+ Budc 4.2.1°: TPP nhan duoc trang thai va phan hdi két qua cho Hé théng cia
Ngan hang, chi tiét tai muc 5.3.

+ Budc 4.3’: Trong truong hop TPP khong nhan dugc trang thai xac nhan nap vi
dién tur cta khach hang thong qua API “Cap nhat trang thai xac nhan nap vi dién
tir cia khach hang luong Decoupled” tai muc 5.3 tr h¢ thong cua Ngan hang thi
TPP c6 thé gt yéu cau lay trang thai xac nhan nap vi dién tr cuia khach hang to1 he¢
thong ctia Ngan hang thong qua API “Ldy trang thai xdac nhdan nap vi dién tir ciia
khach hang luoéng Decoupled” tai muc 5.4.

+ Budc 4.3.1°: Hé théng ctia Ngan hang nhan duoc yéu cau va phan hoi két qua
lai cho TPP.

+ Budc 5: TPP thuc hién gui yéu cau xac nhan nap vi dién tir t6i Ngan hang
thong qua API “Xac nhan nap vi dién ti” tai muc 5.5.

+ Budc 5.1. Ngan hang phan hdi két qua cho TPP vé trang thai giao dich.

" Trudng hop sit dung Soft OTP thi c6 thé thuc hién theo ludng OTP hoic ludng Decoupled.
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+ Buéc 6: Trong truong hop TPP khong nhan duoc phan hoi két qua hach toan tir
Ngéan hang, TPP giri yéu cau lay trang thai giao dich t6i hé théng cua Ngin hang
thong qua API “Ldy trang thdi giao dich” tai muc 5.6.

+ Budc 6.1: Hé théng ctia Ngan hang nhan duoc yéu cau va phan hoi két qua lai

cho TPP.

+ Budc 7. TPP hién thi két qua thyuc hi¢n nap vi dién tr cho khach hang.
5.1. API Nap vi dién tir

Endpoint /v1/cash-in
Method POST
Scope EWLTS
- Request Header:
e Loai o R .
Tham so o Bat bugc Mo ta
dir li¢u
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuidn RFC
o : 6750.
Authorization String M . p
- Ma access_token duogc cap theo quy
dinh tai muc 4.4 trong RFC 6749 (voi
grant type la client credentials).
- Ngay gi¢ thuc hién.
Request-DateTime | DateTime M - Dinh dang:. yyyy—W—QflT}H{:?mm:ssZ
(UTC DateTime), theo ti€éu chuan RFC
3339.
String Mi dinh danh duy nhit cho request,
Request-ID [60] M| thuong & dinh dang UUID.
String bia chi IP cua khéach hang. Gié tri nay
PSU-IP-Address | O | phai & dang IPv4 hodic IPV6.
Thong tin trinh duyét trong truong hop
Strin khach hang str dung img dung web cta
PSU-User-Agent 20 0‘3’1 O TPP hodc céc thong tin khac trong
truong hop khach hang st dung Ung
dung khéc cua TPP.
PSU-Device-OS String 0 H¢ diéu hanh trén thiét bi (may tinh/di

[100]

dong,...) cua khach hang.
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’ Loai P . A 4o
Tham so o Bat buoc Mo ta
dir licu )
. . Ma dinh danh cua Ngan hang dugc quy
Provider-1D String [8] M dinh tai Muc 1.
TPP.ID String M Ma dinh danh cua TPP dugc quy dinh
[15] tai Muc 1.
Client-1D String [50] O Gia tri client_id dugce néu tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.
- Request Body:
Loai 3
Miic 1 Mic2 | o | Bat M ta
dir liéu | budc
instructionldentification String [50] [ M | Ma giao dich do TPP khaoi tao
remittancelnformation ?;rsng‘i’, M | Noi dung giao dich
instructed Amount Object M | Thong tin s tién giao dich
value Number | M | Sé tién giao dich
Loai tién té quy dinh theo
currency | String [3] | M [ ma cua b ISO 4217 véi 3
ky tu viét hoa.
- Ngay thuc hién giao dich.
- Pinh dang: yyyy-MM-
requestedExecutionDate DateTime | M [ ddTHH:mm:ssZ (UTC
DateTime), theo tiéu chuan
RFC 33309.
Strin Ma duoc sinh ra khi thuc
ewalletToken 3 O]g M | hién lién két vi dién tir gitra
TPP va ngan hang.
additionallnfo Object O | Thong tin bd sung (néu co).
- Response Header:
Tham s6 Bit budc | Loai M0 ta
Content-Type M String | Méac dinh “application/json”
: Gia tri dugc lay tir request header trong
Request-1D M String API ciia TPP
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Tham s Bit bujc | Loai Mo ta

i .| Gia tri duoc lay t header t
Request-DateTime M String 1a 1 duoc lay tu request header trong

API cua TPP
JWS-Signature M String | Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Mikc 1 Loai dit liéu | Bat budc M0 ta
paymentld String [35] M Ma giao dich duy nhat do Ngan hang
cung cap.
: Ma trang thai cua giao dich. Theo tiéu
status String [4] M| chudn cua 1S0 20022.
- Thoi diém cap nhat trang thai.
statusDateTime | DateTime M - Dinh dang: yyyy-MM-

ddTHH:mm:ssZ (UTC DateTime) ,
theo tiéu chuan RFC 3339.

Nhan mot trong cac gia tri sau:

- “OTP”: thuc hién theo luéng OTP

- “DECOUPLED”: thuc hién theo 1u6ng
authenType String [10] M Decoupled.

- “NONE”: trong truong hop khong
thuc hién theo ludng OTP va ludng
Decoupled.

additionallnfo Object O Thong tin bo sung (néu cd)

+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan hoi 16i va 7.2.2 Bang
ma 16i
5.2. API X4c nhan OTP

Endpoint /v1/verify-otp-cash-in
Method POST
Scope EWLTS
- Request Header:
Tham sb Loal 1 Bt buse Mb ti
dir liéu :
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
Authorization String M {access token}”: theo ti€éu chuan
RFC 6750.
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X Loai z A A o
Tham so . ren Bat bugc Mo ta
dir liéu :
- M3 access_token dugc cip theo
quy dinh tai muc 4.4 trong RFC 6749
(voi1 grant_type la client credentials).
- Ngay gio thyc hién.
Request- . - PBinh dang: yyyy-MM-
DateTime bateTime M ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.
) M3 dinh danh duy nhat cho request,
R t-1ID St 60 M '
eques ring [60] thuomg & dinh dang UUID
. Dia chi IP cua khach hang. Gia tri
PSU-IP-Add St 50 O ' '
ress ring [30] nay phai & dang IPv4 hoac IPv6.
Thong tin trinh duyét trong truong
hop khach hang st dung tng dung
PSU-User-Agent | String [200] O web cua TPP hodc céc thong tin
khac trong truong hop khach hang
st dung ung dung khac ctia TPP.
. . Hé didu hanh trén thiét bi (may
PSU-D -OS | St 100 O Lo '
eviee ring [100] tinh/di dong,...) cua khach hang.
Ma dinh danh cua Ngan hang d
Provider-1D String [8] M e 1.n e'ln cud A flang dude
quy dinh tai Muc 1.
: Ma dinh danh cua TPP dugc quy
TPP-ID String [15] M dinh tai Muc 1.
Client-1ID String [50] O Gia tri client_id dugc néu tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.
- Request Body:
i Loai c " o
Mirc 1 e Bat bugc Mo ta
dir li¢u
Mi giao dich duy nhat do Ngan
paymentld String [35] M hang cung cap tra vé trong API Nap
vi dién tr muc 5.1.
ofp String [6] M Ma OTP Ngan hang tra vé cho khach

hang.
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) Loai .t A A o
Murc 1 o Bat bugc Mo ta
dir liéu
ewalletToken String [30] M N,[a .dAuqc: su?}l ra khi t%n,rc Enen‘ lien ket
vi di¢n tur gitta TPP va ngan hang.
additionallnfo Object O Thong tin bo sung (néu cb).
- Response Header:
= Loai E . .
Tham so - ... | Bat buoc Mo ta
dir liéu
Content-Type String M Mac dinh “application/json”
: Gia tri duoc 1dy tir request header trong
Request-1D String M API ciia TPP
. . Gia tri duoc 1dy tir request header trong
Request-DateTime | String M API ciia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Mire 1 Loald®r | p s buse Mo ta
li¢u

Mi giao dich duy nhat do Ngan hang
paymentld String [35] M cung cip cho TPP trong API Nap vi
dién tir muc 5.1.

Gia tr1 do Ngan hang sinh ra sau khi verify
OTP thanh cong trong luong OTP.

consentld String [36] M

Thot gian hi¢u luc cua consentld quy

expireln Number M dinh tai Muc 1.

+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan hoi 16i va 7.2.2 Bang
ma 10i

5.3. API Cap nhit trang thai xac nhin nap vi dién tir ciia khach hang ludng
Decoupled

Ngéan hang thyc hién goi API nay cua TPP dé tra vé trang thai xac nhan nap vi
dién tr cua khach hang cu thé nhu sau:

Endpoint /v1/update-consent-cash-in

Method POST
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- Request Header:
Tham sb Loatdir | g/ buge M6 ta
licu
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access _token}”’: theo ti€u chuan RFC 6750.
Authorization String M - M3 access_token dugc cép theo quy
dinh tai muc 4.4 trong RFC 6749 (v6i
grant type la client credentials).
- Ngay gio thuc hién.
: : - Pinh dang: yyyy-MM-
Request-DateTime | Datelime | M1 4 4 THH: mm:ss7 (UTC DateTime), theo
tiéu chuan RFC 3339.
String Mi dinh danh duy nhit cho request,
Request-ID [60] M thuong & dinh dang UUID.
. . Ma dinh danh cua Ngan hang duoc quy
Provider-1D String [8] M dinh tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.
- Request Body:
Mikc 1 Loaidir | bat Mb ta
li¢u buoc
Ma giao dich duy nhat do Ngin hang
paymentld String [35] |M cung cap cho TPP trong API Nap vi dién
to muc 5.1.
Gia tri do Ngéan hang sinh ra sau khi xac
consentld String [36] |M nhan thanh cong trén Ung dung cua Ngén
hang trong luéng Decoupled.
Nhéan mot trong cac gia tri sau:
- “AUTHORISED” khi khach hang xac
thuc thanh cong.
consentStatus String [20] | M - “REJECTED” khi khach hang xac nhan
sai quy dinh ctia Ngan hang.
- “CANCEL” khi khach hang khong xac
nhan trén Ung dung ctia Ngan hang.
. Ma dugc sinh ra khi thyc hién lién két vi
ewalletToken String [30] M dién tir gitta TPP va ngan hang
expireln Number M Thol gian hi¢u luc cua consentld quy dinh
tai Muc 1.
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- Response Header:

Tham s6 Loai dir liéu | Bit budc Mo ta
Content-Type String M Mac dinh “application/json”
) Gia tri dugc lay tir request header
Request-1D String M trong API ciia TPP
: . Gia trj dugc lay tir request header
Request-DateTime String M trong API ctia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Mikc 1 Loai dir liéu | Bit budc M5 ta
message String [20] M Mac dinh “Success”

+ Error Code: Theo quy dinh cua TPP.

5.4. API Lay trang thai xac nhan nap vi dién tir ciia khach hang luong Decoupled

TPP goi API nay cua Ngin hang dé 1dy vé trang thai x4c nhan nap vi dién ttr cta
khach hang cu thé nhu sau:

Endpoint /v1/get-consent-cash-in
Method POST
Scope EWLTS
- Request Header:
P Loai c " .
Tham so L Bat bugc Mo ta
dir li¢u
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: ‘“Bearer +
{access token}”’: theo ti€u chuan RFC 6750.
Authorization String M - M3 access_token dugc cdp theo quy

dinh tai muc 4.4 trong RFC 6749(v6i
grant type la client credentials).

Request-DateTime

DateTime M

- Ngay gio thuc hién.
- Pinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime), theo

tiéu chuan RFC 3339.
String M3 dinh danh duy nhat cho request,
Request-ID [60] M thuong ¢ dinh dang UUID
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P Loai P . .
Tham so o Bat bugc Mo ta
dir licu
String bia chi IP cua khach hang. Gia tri nay
PSU-IP-Address [50] O | bhai & dang IPv4 hodc IPV6,
Thong tin trinh duy¢t trong truong hop
Strin khach hang st dung Uing dung web cua
PSU-User-Agent g O TPP hoac cac thong tin khac trong
[200] . . < , .
truong hop khach hang st dung tng
dung khac cua TPP.
. String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS [100] O | déng....) ciia khach hang.
. . Ma dinh danh ctia Ngan hang dugc quy
Provider-1D String [8] M dinh tai Muc 1.
TPP.ID String M Ma dinh danh cua TPP dugc quy dinh
[15] tai Muc 1.
Client-ID S[t;lorag 0) Gia tri client_id duogc néu tai Muc 1.
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1.
- Request Body:
Mac1 | PHAT ) Bl bude M ta
liu
Strin M3 giao dich duy nhat do Ngan hang cung
paymentld ;3 S]g M cap cho TPP trong API Nap vi dién tu
muc 5.1.
String M3 duoc sinh ra khi thuc hién lién két vi
ewalletToken | - =55, M| dién tir gitta TPP va ngan hang,
- Response Header:
Tham s Loai dit liéu | Bit budc M5 ta
Content-Type String M Mac dinh “application/json”
: Gia tri duoc lay tir request header
Request-ID String M trong API cita TPP
. : Gia tri duoc ldy tir request header
Request-DateTime String M trong API ciia TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
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- Response Body:
+ HTTP STATUS CODE 200 OK:

Loai 3
Miic 1 oal | Bat M ta
dir liéu | budc
String Mai giao dich duy nhit do Ngan hang cung cép
paymentld [35] M cho TPP trong API Nap vi dién t&r muc 5.1
String - Gia tr1 do Ngan hang sinh ra sau khi x4c nhan
consentld [36] M thanh cong trén Ung dung ctia Ngan hang .
Nhéan mot trong cac gia tri sau:
- “AUTHORISED” khi khach hang xdc nhan
, thanh cong.
String “ s 1 14 s N , A .
consentStatus 120] M |- “REJECTED” khi khach hang xac nhéan sai
quy dinh cua Ngan hang.
- “CANCEL” khi khach hang khong x&c nhan
trén Ung dung ctia Ngan hang.
expireln Number M Thoi gian hiéu luc cua consentld quy dinh tai
Muc 1.
ewalletToken String M Mfl duoc 31{1h I’E’i\. kh1‘ thuc hién lién két vi dién tir
[30] gitra TPP va ngan hang.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang
ma 10i

5.5. API Xac nhan nap vi dién tir

Endpoint /v1/submit-cash-in

Method POST

Scope EWLTS

- Request Header:
. Loai 3
Tham so . Oil Bit Mo ta
dir liéu | budc

Content-Type String M | Méc dinh “application/json”
- Authorization dinh dang: “Bearer +
{access token}”: theo ti€éu chuan RFC 6750.

Authorization String M |- M3 access_token duoc cap theo quy dinh
tai muc 4.4 trong RFC 6749 (vo6i
grant type la client credentials).
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. Loai 3
Tham so . Of{l Bit Mo ta
dir liéu | budc
- Ngay gio thuc hién.
Request-DateTime | DateTime | M | - Pinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan RFC 3339.
String M3 dinh danh duy nhat cho request, thuong
R t-ID M .
eques [60] ¢ dinh dang UUID.
String bia chi IP cia khach hang. Gié tri nay phai
PSU-IP-Address [50] O 1§ dang IPv4 hodic IPv6.
Thong tin trinh duyét trong truong hop
Strin khach hang st dung Uung dung web cua
PSU-User-Agent 2 003") O | TPP hodc céc thong tin khéc trong truong
hop khach hang st dung tng dung khac
cua TPP.
. String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS [100] O | dong....) ctia khach hang.
: . Ma dinh danh cua Ngan hang dugc quy
Provider-1D String [8] | M dinh tai Muc 1.
TPP.ID String M Ma dinh danh cua TPP duoc quy dinh tai
[15] Muc 1.
Client-ID S[t;‘(ﬁg O | Gié tri client _id dugc néu tai Muc 1.
JWS-Signature String M | Chit ky JWS theo quy dinh tai Muyc 1.
- Request Body:
Loai 3
Mic 1 woal | Bat Mb ta
dir liéu | budc
String Mai giao dich duy nhit do Ngan hang cung cip
tl M ' .
paymentld [35] cho TPP trong API Nap vi dién tor muc 5.1.
Gié tri do Ngan hang sinh ra sau khi x4c nhan
consentld String C tha;mh cong trén U’ngi dl,ll:lg CUfl Ngén ha‘ng trc:ng
[36] luong Decoupled hodc xac nhan OTP thanh cong
trong ludng OTP.
ewalletToken String M Mfl duoc 31‘nh ril khl thuc hién lién két vi dién tur
[30] gitra TPP va ngan hang.
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- Response Header:

Tham s Loai dir liéu | Bit budc M5 ta
Content-Type String M Mac dinh “application/json”
: Gia tri dugc iy tir request header
Request-ID String M trong API ctia TPP
. : Gia tri dugc lay tir request header
Request-DateTime String M trong API cita TPP
JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
Loai i
Miic 1 oal | Bat M ta
dir liéu | budc
String M3 giao dich duy nhat do Ngan hang cung
tld M : ' .
paymmen [35] cap cho TPP trong API Nap vi dién tr muc 5.1.
. M3 trang thai cta giao dich. Theo tiéu chuan
status String [4] | M i 1SO 20022
- Thoi diém cap nhat trang thai.
statusDateTime | DateTime | M |- Dinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan REC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang
ma 16i chung.

5.6. API Lay trang thai giao dich

Endpoint /v1/get-status-cash-in

Method POST
Scope EWLTS
- Request Header:
Tham sb Loaldr | bt buge M ta
li¢u
Content-Type String M Mac dinh “application/json”

- Authorization dinh dang: “Bearer +
Authorization String M {access_token}”: theo ti€u chuan
RFC 6750.
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Loai dit

Tham s . Bit budc M5 ta
liu

- M3 access_token duoc cap theo quy
dinh tai muc 4.4 trong RFC 6749 (v6i
grant type la client credentials)

- Ngay gio thuc hién.

- Pinh dang: yyyy-MM-
ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339

Request-DateTime | DateTime M

M3 dinh danh duy nhét cho request,

R t-ID String [60 M
eques ring [60] thuong & dinh dang UUID.

bia chi IP ctua khach hang. Gia tri nay

PSU-IP-A tri
SU-IP-Address ) String [S0] O} i 6 dang IPv4 hodic IPv6,

Thong tin trinh duyét trong truong
hop khach hang st dung tng dung

Stri .
PSU-User-Agent [ 2183‘;” 0 web cua TPP hoac céc thong tin khéc
trong truong hop khach hang st dung
ung dung khac cta TPP.
. String Hé diéu hanh trén thiét bi (may tinh/di
PSU-D -OS O ' '
eviee [100] dong,...) cta khach hang.
: : Ma dinh danh cia Ngan hang d
Provider-1D String [8] M ? .m .an cua Nean fang Cuee
quy dinh tai Muc 1.
: Ma dinh danh cua TPP d dinh
TPP-ID String [15] | M & Cini dani eua e A
tai Muc 1.
Client-1D String [50] @) Gia tri client_id dugce néu tai Muc 1.
JWS-Signature String M Chtr ky JWS theo quy dinh tai Muc 1.
- Request Body:
Migc1 | -edidir) bat Mb ta
licu bufc
String Mai giao dich duy nhit do Ngan hang cung cip
tl M ‘ .
paymentld [35] cho TPP trong API Nap vi dién tor muc 5.1.
ewalletToken String M Mfl duoc 51}1h r'il kh} thuc hién lién két vi dién tir
[30] gitra TPP va ngan hang.
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- Response Header:

Tham s Loai | Bit budc Mo ta
Content-Type String M Mac dinh “application/json”
: Gia tri duoc lay tir request header trong
Request-ID String M API ciia TPP
. : Gia tri dugc ldy tir request header trong
Request-DateTime | String M API ciia TPP

JWS-Signature String M Chir ky JWS theo quy dinh tai Muc 1

- Response Body:
+ HTTP STATUS CODE 200 OK:

Loai Bit
Miic 1 o A Mo ta
dir liéu | budc

paymentld String M Ma giao dich duy nhét do ’Ngfln lzémg cung cép
[35] cho TPP trong API Nap vi dién t&r muc 5.1
status String [4] | M Ma trang thai cua giao dich. Theo tiéu chuin

cua ISO 20022.

- Thoi diém cap nhat trang thai.
statusDateTime | DateTime | M | - Dinh dang: yyyy-MM-ddTHH:mm:ssZ
(UTC DateTime), theo tiéu chuan REC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Dinh dang phan hoi 16i va 7.2.2 Bang
ma 10i
6. Open API Riit tién ra khéi vi dién tir (diém c khoin 1 Diéu 6)

- Ludng trién khai API Rut tién ra khoi vi dién tir (sau day goi 1a rat vi dién tir):

Bank Auth Bank Open

I SelectWihorak——|______» psT foken (Client credenials)

A B3 S0 R (11| S
3 POST iv1/cash-out
w3 2. Response e I N 11 1 | e R

Hinh 6: Luéng rit vi dién tir (EWLTS)
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- M ta chi tiét ludng:

+ Budc 1: Sau khi dang nhap vao ung dung cua TPP, khach hang thuc hién yéu
cau rat vi dién ti.

+ Buoc 2: TPP thyc hién mdt yéu cau léy access_token theo tiéu chuin
OAuth2.0 v6i grant_type 1a client credentials (Chi tiét duoc mo ta tai muc 4.4
trong REC 6749) t6i hé thong x4c nhan ctia Ngan hang.

+ Budc 2.1. Hé thong xac nhan ciia Ngan hang kiém tra thong tin trong yéu cau
va phan hdi cho TPP access_token.

+ Budc 3: TPP thuc hién giri yéu ciu rat vi dién tir toi Ngan hang theo API mé ta

dudi day.

+ Budc 3.1. Hé thdng ctia Ngan hang phan hdi két qua cho TPP.
+ Budc 3.2. Ung dung ciia TPP hién thi két qua cho khach hang.

Endpoint /v1/cash-out
Method POST
Scope EWLTS
- Request Header:
P Loai E . .
Tham so0 o Bat bugc Mo ta
dir liéu
Content-Type String M Mac dinh “application/json”
- Authorization dinh dang: “Bearer +
{access_token}”: theo tiéu chuidn RFC
. : 6750.
Authorization String M . p
- Ma access_token dugc cap theo quy
dinh tai muc 4.4 trong RFC 6749(vdi
grant type la client credentials).
- Ngay gio thyc hién.
: : - Pinh dang: yyyy-MM-
R t-DateT DateT M ' '
cquesi-atelime | Late Hime ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.
String Mi dinh danh duy nhét cho request,
R t-ID M '
eques [60] thuong ¢ dinh dang UUID.
String Dia chi IP ctia khach hang. Gia tri nay
PSU-IP-Add O . '
ress [50] phai & dang IPv4 hodc IPv6.
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P Loai P . o
Tham so e Bat budc Mo ta
dir li¢u )
Thong tin trinh duy¢t trong truong hop
Strin khéach hang str dung tng dung web cua
PSU-User-Agent P 00‘3” O TPP hoac cac thong tin khéac trong
truong hop khach hang su dung ung
dung khac cua TPP.
: String Hé diéu hanh trén thiét bi (may tinh/di
PSU-Device-OS |1 o5 O | déng....) cita khach hang.
. . Ma dinh danh ctia Ngan hang dugc quy
Provider-ID String [8] M dinh tai Muc 1.
String Ma dinh danh cia TPP dugc quy dinh
IPP-ID [15] M tai Muc 1.
Client-1ID String [50] @) Gia tri client_id dugce néu tai Muc 1.
JWS-Signature String M Chtr ky JWS theo quy dinh tai Muc 1.
- Request Body:
Loai 3
Mikc 1 Mic2 | o | Bat Mo ti
dir liéu | budc
instructionldentification String [50] | M | Ma giao dich do TPP khdi tao
remittancelnformation ?;rslrsl]g M | Noi dung giao dich
instructed Amount Object M | Thong tin sb tién giao dich
value Number | M | Sé tién giao dich
Loai tién té quy dinh theo
currency | String [3] | M | ma ctua bo ISO 4217 véi 3
ky tu viét hoa.
- Ngay thuc hién giao dich.
- DPmmh dang: yyyy-MM-
requestedExecutionDate DateTime | M |ddTHH:mm:ssZ (UTC
DateTime), theo ti€u chuan
RFC 3339.
Strin Ma duogc sinh ra khi thuc
ewalletToken a O]g M | hién lién két vi dién tir gitta
TPP va ngan hang
additionallnfo Object O | Thong tin bo sung (néu cb)
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- Response Header:

Tham sb Loai 1 g2t buge M ta
dir li¢u )
Content-Type String M Mac dinh “application/json”
. Gia tri duoc ldy tir request header
Request-ID String M trong API ciia TPP
. . Gia tri duoc ldy tir request header
Request-DateTime String M trong API ciia TPP
JWS-Signature String M Chit ky JWS theo quy dinh tai Muc 1
- Response Body:
+ HTTP STATUS CODE 200 OK:
, Loai . . .
Murc 1 o Bat bugc Mo ta
dir li¢u
: Ma trang thai cua giao dich. Theo tiéu
status Stng [4] 1 M hydn cua 1O 20022.
- Thoi diém cap nhat trang thai.
. : - Binh dang: yyyy-MM-
statusDateTime DateTime M ddTHH:mm:ssZ (UTC DateTime),
theo tiéu chuan RFC 3339.

+ Error Code: Tham chiéu tai muc 7.2.1. Binh dang phan hoi 16i va 7.2.2 Bang

ma 16i chung.

7. Mai 16i

7.1. M 16i ludng 1y ma truy cip cia khach hang.

7.1.1. M4 16i API xac nhén va lay sy dong y ciia khach hang

Truong hop tham sb “redirect_uri” thiéu hodc khong khép duong din ma TPP da
dang ky voi Ngan hang. Ngan hang can diéu huéng khach hang t6i trang thong bao
16i va mo ta rd 16i cho khach hang.

Truong hop 16i nhu khach hang tir chdi dong ¥ hoic 16i & day khong lién quan
dén duong din diéu hudng “redirect uri” thi Ngan hang sé& thong bao cho TPP bang
cach thém cac gia tri, tham sd & bang bén dudi vao duong dan “redirect_uri”:

. Loai Bit
Tham so0 “ ven ? Mo ta
dir liéu | budc
Mi 16i do hé thong tra vé. Danh sach ma 15i
error String M dugc ap dung dua trén tiéu chuan OAuth 2.0.
Puoc liét ké & bang ma 16i
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. Loai 3
Tham so . 0,2{1 B?t Mo ta
dir liéu | budc
- : Cung cap thong tin bo sung, dugc sir dung
d t St M X 2 1% ' '
crior_geseriphion rng deé ho trg TPP hiéu 161 da xay ra.
state String M Gi4 tri tu request cua TPP.
Bang ma 16i:
TT Tham s6 M6 ta

INVALID REQUEST

Request bi thiéu tham sb bat budc
hodc tham s6 khéng hop 16, khong
dang dinh dang.

UNAUTHORIZED_ CLIENT

TPP khong duoc phép yéu cau ldy ma
d6ng ¥ bang phuong phap nay

ACCESS_DENIED

Chu sé hiru tai nguyén hoac may chu
lay su dong ¥ da tir chdi yéu cau.

UNSUPPORTED RESPONSE TYPE

May chu 1ay sy dong y khong hd tro lay
mé ddng ¥ bang phuong phap nay.

INVALID SCOPE

Pham vi scope dugc yéu cau khong
hop 1€, khong xac dinh hodc khong
ding dinh dang.

SERVER _ERROR

May cha ldy su dong ¥ dd gip phai
mot tinh trang khong mong mudn
khién no khong thé thuc hién duoc
yéu cau.

TEMPORARILY UNAVAILABLE

May chii ldy su dong ¥ hién khong thé
xtr Iy yéu cau do may chi tam thoi bi
qua tai hodc bao tri.

7.1.2. M4 18i API Lay ma truy cip

M4y chu xac nhan va ldy sy dong y tra vé ma 161 HTTP 400 (Bad Request) cho

TPP kém theo chi tiét cac 16i dudi day va cac 16i ndy duoc tham khao dua trén muc
“5.2 Error Response” cua tiéu chuan RFC 6749:
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Pinh dang ma 15i:

Tham so Bat bugc Dien gidi

Ma 16i do hé théng tra vé. Danh sach ma 16i duoc

error M ap dung dua trén tiéu chuan OAuth 2.0 duoc liét ké
& bang ma 1i.
_ Cung cép thong tin bd sung, duoc sir dung dé hd tro
error_description O : .;p x. ig , = ) - '
- TPP hiéu 161 da xay ra.
URI xéc dinh trang web ma con ngudi c6 thé doc
error_uri 0] duogc cung véi thong tin vé 16i, duoc st dung dé

cung cap cho thong tin bo sung vé 13i.

Bang ma loi:

HTTP ~ X o
CODE Ma 10i (Error) Mo ta
Request bi thiéu tham sd bit budc
400 |INVALID REQUEST hodc tham sé khong hop 1, khong
ding dinh dang.
400 |INVALID CLIENT Xaf: nhar‘l thorAlg tin ing dung khach
- khong thanh cong.
400 |UNAUTHORIZED CLIENT TPP khong duge phep st dung ma
- loai truy céap nay.
Pham vi scope dugc yéu cau khong
400 [(INVALID SCOPE hop 1¢, khong xac dinh hodac khong
dang dinh dang.
400 |UNSUPPORTED GRANT TYpE |-0% ¢dp quyén khong duge may chu

ho tro.

7.2. M 16i API khac trong phu luc nay

7.2.1. Pinh dang phan héi 16

Trong trudong hop c6 16i xay ra thi hé thong cua Ngan hang can tra vé noi dung
trong body phan hoi theo bang dudi day:

Tham so

Loaidir | Bat

o A Mo ta
lieu budc

code

Ma 16i tra vé va HTTP code tham chiéu tai

String M muc 7.2.2 Bang ma 16i chung

description String M Thong tin bo sung thém chi tiét vé 16i
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7.2.2. Bang mi 16i chung

HTTP

CODE CODE DESCRIPTION
400 | ACCOUNT ID REQUIRED Dit liéu truong accountld khong duoc rong
400 | ACCOUNT NOT EXISTED Tai khoan khong ton tai
400 | CONSENTID NOT EXISTED | consentld khong ton tai
400 CREDITOR ACCOUNTID Dt li€u truong creditor accountld khong
REQUIRED duoc rong
CREDITOR_ACCOUNTID _ : N
400 NOT EXISTED creditor accountld khong ton tai
400 CREDITOR BANKCODE Dt liéu truong creditor bankCode khong
REQUIRED duoc rong
Dir li€u truc it kho
400 | CREDITOR NAME REQUIRED | DU léu truong creditor name khong
- - duoc rong
DEBTOR_ACCOUNTID NOT _ N
400 EXISTED debtor accountld khong ton tai
400 DEBTOR ACCOUNTID _ Dt li¢u truong debtor accountld khong
REQUIRED duoc rong
Dir liéu truc debt kho
400 | DEBTOR NAME REQUIRED | & o 'Uong ceblot hame Xhong
- - duoc rong
400 EWALLETTOKEN Du li€u truong ewalletToken khong
REQUIRED duoc rong
EWALLETTOKEN NOT N
400 EXISTED ewalletToken khong ton tai
400 | EXPIRE CONSENTID consentld di hét han
400 | FROMDATE INVALID Dt liéu truong fromDate khong hop 1€
400 | FROMDATE REQUIRED Dir liéu truong fromDate khong dugc rong
400 INSTRUCTED_AMOUNT _ Dt li¢u truong instructedAmount currency
CURRENCY_INVALID khong hop 1€
400 INSTRUCTED_AMOUNT _ Dt li¢u truong instructedAmount currency
CURRENCY REQUIRED khong dugc rong
400 INSTRUCTED_AMOUNT _ D@t liéu truong instructedAmount value

VALUE REQUIRED

khong duoc rong
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HTTP
CODE CODE DESCRIPTION
400 INSTRUCTION IDENTIFICAT | D&t li¢u truong instructionldentification
ION_REQUIRED khong dugc rong
Dir li€u truc -Signat kho
400 | JWS SIGNATURE REQUIRED |DF lieu truong JWS-Signature khong
- - dugc rong
400 | PAGE INVALID Dt li¢u truong page khong hop 1€
400 | PAYMENTID REQUIRED Dit liéu truong paymentld khong duogc rong
400 |PAYMENTID NOT EXISTED | paymentld khong ton tai
400 | PROVIDER ID REQUIRED Dtr ll@l: truong Provider-ID khong khong
- = dugc rong
400 |PSU IP ADDRESS INVALID | DY li¢u truong PSU-IP-Address khong
- - - hop 1€ (Truong hop c6 dir li¢u)
400 REMITTANCE INFORMATIO |Di&r li€u truong remittancelnformation
N_REQUIRED khong duoc rong
400 REQUEST DATETIME Dt li¢u truong Request-DateTime khong
REQUIRED duoc rong
400 |REQUEST ID REQUIRED Dtr 116}1: truong Request-ID khong khong
- - dugc rong
400 REQUESTED EXECUTIONDA [ Dir li€u truong requestedExecutionDate
TE_REQUIRED khong dugc rong
400 | SIZE INVALID Dt li¢u truong size khong hop 1€
400 [ TODATE INVALID Dt liéu truong toDate khong hop 1€
400 | TODATE REQUIRED Dit liéu truong toDate khong duoc rong
400 | TPP ID REQUIRED Dtr he_;u truong TPP-ID khong khong
- = dugc rong
400 | TPP_UNVERIFIED TPP chua dugc xac nhan
L3i khac lién quan t&i yéu cau API tir
400 | OTHER phia TPP do ngan hang mo ta.
401 | EXPIRED TOKEN OAuth 2 token d3 hét han.
JWS SIGNATURE _ . . A A T
401 UNVERIFIED JWS-Signature xac nhén that bai
403 | FORBIDDEN Mei thong bao 9Auth hAo’p ~1@ .de‘l dugc
nhan, nhung quyén truy cap da bi tir choi.
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HTTP
CODE

CODE

DESCRIPTION

405

WRONG METHOD

Sai phuong thiec HTTP.

May chu gdp phai tinh trang khong

500 | INTERNAL ERROR mong mudn khién né khong thé thuc
hién yéu cau.
500 | BAD GATEWAY l\f[a‘y ch,u nhe_qm fiu’qc phan hoi khong hop
- 1€ tr may chu dich.
504 | GATEWAY TIMEOUT Méy chu khong nhan dugc phan hoi ti
- may chu dich dé hoan thanh yéu cau.
500 | OTHER Lo1 khéc lién quan t61 may chu xu ly yéu

cau API do ngan hang mo ta.
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0 PHU LUC 02
TIEU CHUAN KY THUAT TRIEN KHAI OPEN API

TRONG NGANH NGAN HANG

(Ban hanh kém theo Théng tw s6 64/2024/TT-NHNN ngay 31 thing 12 nam 2024
ciia Thong déc Ngan hang Nha nuée Viét Nam)

S6 o < Ky hiéu Tén diy di cia Quy dinh
Loai tiéu chuan I 2 - 2 i
TT tiéu chuan tiéu chuan ap dung
1 | Tiéu chuan Kién tric
1.1 | Trao d6i dit lidu
. B.ﬁt b A
REST REpresentational State at bugc
Transfer ap dung
Khuyén nghi 4p
SOAP Simple Object Access | dung dOI’VOVI ocac
Protocol API khéac cua
Ngan hang.
12 Pinh dang trao
| doi dit liéu
JSON J avaSprlpt Object B’at budc
Notation ap dung
Khuyér} nghi ap
XML eXtensible Markup dung d6i voi cac
Language API khéac cua
Ngan hang
2 | Tiéu chun dir liéu
International
ISO 20022 Organization for Khuyén nghi ap
Standardization 20022 | gqung mot trong
International cac tiéu chuan
_ } ISO 8583 Organization for do1 voi API
P}nh dang d Standardization 8583 khac cua
liéu : : Noan ha
Open Financial gan hang
OFX
Exchange
International Bit budc
ISO 4217 Organization for ap dung

Standardization 4217
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S6 o < Ky hiéu Tén diy di cia Quy dinh
Loai tiéu chuan I 2 - 2 i
TT tiéu chuan tiéu chuan ap dung
Bit budc
RFC 3339 Date and Time on the 4p dung
Internet: Timestamps
3 | Tiéu chuin an toan théng tin
The OAuth 2.0 - Bit budc ap
RFC 6749 Authorization dung theo tiéu
Framework chuan RFC
The OAuth 2.0 6749, RFC
REC 6750 Authorization 6750, RFC
Framework: 76;?’ 6:
Bearer Token Usage - Co thé }<et hop
. tiéu chuan RFC
Giai1 phéap xac Proof Key for Code 6749. RFC 6750
thuce, 14y su RFC 7636 Exchange by OAuth e
3.1 s ) ] vO1 cac tiéu
dong y cua Public Clients chuin REC
khach hang OAuth 2.0 Token 7636, OIDC tuy
RFC 7009 :
Revocation theo cac truong
hop 4p dung
OIDC OpenlD Connect
. . Khuyén nghi 4
Security Assertion d:;}l];r;g;gvg?p
AML v2. Markup L i
S v2.0 ar. up Language API khic ciia
version 2.0 .
Ngan hang
Bit bud
‘ HTTPS HyperText Transfer ; at budc
35 An toan ting Protocol Secure ap dung
" | giao van T tL Bit budc
TLS vi2trolen' | oroport bayer B
Security version 1.2+ ap dung
Giai thuat ma TCVN C(~)ng righeAtho?g tn R Khuyén nghi
33 hoa 7816:2007 K¥ thuat mat ma - Thuat o d
) toan ma dir liéu AES ap cung
Khuyén nghi
PKCS #1 RSA Cryptography uyén nghi
Standard ap dung

! Khuyén nghi 4p dung mTLS.
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S6 o < Ky hiéu Tén diy di cia Quy dinh
Loai tiéu chuan I 2 - 2 i
TT tiéu chuan tiéu chuan ap dung
Str dung phién
ban 2.1 trd 1én
va lugce dd
RSAES-OAEP
dé ma hoa. Do
dai khéa toi
thiéu la 2048 bit
Khuyén nghi 4p
Elliptic Curve dung. B¢ dai
ECC L As o1 s R
Cryptography khoa to1 thiéu
256 bit
Khuyén nghi 4p
JWE JSON Web Encryption | dung theo tiéu
chuan RFC 7516
Cong nghé thong tin -
Céc k¥ thuat an toan - . .
TCVN 11367- Sy AR Khuyén nghi
29016 Thuat toan mat ma - 46 dun
' Phan 2: M4t ma phi déi b CUng
xung.
Bit budc ap dung:
- Theo tiéu chuan
RFC 7515.
JWS JSON Web Signature i D? dai khoa t91
thiéu 1a 2048 bit
doi voi RSA va
256 bit doi v6i
3.4 | Chit ky dién tir ECDSA.
PKCS #] RSA Cryptography Khuyén nghi ap
Standard dung mot trong
ipti 1o céc tiéu chuan.
ECDSA E.lhptlc Curve Dlgltal 1eu e
Signature Algorithm - D61 voi ticu
S chuan RSA:
TCVN Ky~thu,at Enat ma - 1 Sir dung phién
7635:2007 Chir ky s0

ban 2.1 tro 1én.
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S6 o 2 Ky hi¢u Tén day dii ciia Quy dinh
Loai tieéu chuan I 2 - 2 .
TT tiéu chuan tiéu chuan ap dung
+ Do dai khoa toi
thiéu la 2048 bit.
- Doi voi tieu
chuan ECDSA:
D9 dai khoa toi
thiéu 1a 256 bit.
FIPS PUB 180-4 | Secure Hash Standard | Khuyén nghi 4p
dung mot trong
cac ham bam
sau: SHA2-56,
15 | Gidi thuat bam SHA-3 Standard: SH?S ggﬁiHA'
| cho chit ky s6 FIPS PUB 202 Permutation Based )
Hash and Extendable | 512/256, SHA3-
Output Functions 256, SHA3-384,
SHA3-512,
SHAKE128,
SHAKE256
International
Organization for
1SO27001:2022 o
Standardization Bt budc 4
27001:2022 atbuoc ap
16 An toan Hé - — dung mdt trong
™ | théng thong tin Cong nghé thong tin - | 14 tiy chuan.

TCVN
11930:2017

Cac k¥ thuat an toan -
Yéu ciu co ban vé an
toan hé thong thong tin
theo cap do
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